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EXECUTIVE Summary

1 Motivation

The basis for this study is Article 11 (2) (Electronic tag) of Directive 2014/90/EU of the
European Parliament and of the Council of 23 July 2014 on marine equipment
repealing Council Directive 96/98/EC (hereinafter the "New Marine Equipment
Directive" - MED) which provides that "The Commission shall carry out a cost/benefit
analysis concerning the use of the electronic tag as a supplement to, or a replacement
of, the wheel mark."

The time frame to agree on a broadly accepted and recognized standard for electronic
tags to supplement or replace the wheel mark is relatively tight, because industry has
already started to apply such technology. There is a risk that manufacturers will apply
different technologies in isolation with the consequence that the individual
technologies might not be interoperable. The maritime industry constantly operates in
a complex environment which makes it difficult to envisage all future possible uses of
electronic tagging.

The implementation of electronic labelling of marine equipment products may result in
new possibilities for the users and better information to market surveillance by
creating a continuous information flow between manufacturers, notified bodies and
authorities. Authorities and notified bodies should benefit from the enhanced and
smooth market surveillance mechanism, which should ease the day-by-day survey
operations, encouraging the rapid uptake of the electronic labelling. Notified bodies
should benefit from the seamless notification capabilities with electronic tags pointing
to an information repository where all the relevant information of the product is
stored. Manufacturers should benefit from the improved notification mechanism to
fight counterfeiting and the possibilities for additional after-sales market services. Ship
owners/operators should be able to seamlessly check the validity of the certificates for
the equipment they have on board and carry out stock control more easily

The cost benefit analysis should take into consideration of the administrative burdens,
the IP protection and efficiency in fighting counterfeiting as well as the effect on
international competitiveness and the technological and non-technological innovation
potentials.

The study includes also the demonstration of the potentials on the use of the
electronic tags for marine equipment products through a pilot demonstration.

2 Important Technologies and Infrastructure

2.1 Existing Databases and IT Architecture

Electronic tag readers are used to gather information directly at the product. A unique
identification code for products allows the collection of a limited amount of data from
the tag directly and from distributed databases via tag reader connections.

To obtain information already today regarding marine equipment several public
information sources exist by means of databases which are offered through the
Internet. Based on the electronic tag information the users (depending on their role
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and access rights) may in the future be able to get access to the most important
databases for marine equipment which are NANDO, MarED, RAPEX and ICSMS. Beside
the public databases also industry databases are available. They are operated by
marine suppliers or classification societies. Selected industry databases have been
considered related to remote accessibility. The reader implementation must consider
the access procedures of each database.

Possible
Industry incentives

Applications Management

system class
> TAG/RF' D’ Mobile

Web

Industry databases (closed)

ERP manufacturer Maintenance ship

Internet

Air Interface

VT

App
J Public databases (open)

Setsonee ;

<id>0000...</id> ~ N
<nbody>xyz</nbody> Proprietary
- apps
MareD
RAPEX

Nando

/) ICSMS
Tracebility requirements

Figure 1: General concept of interlinking databases by means of electronic
tags

W - 1

A general architecture for the data exchange between the eTag reader and the
different databases (public and industrial) are illustrated in Figure 1. Therefore, a
remote database access is needed and a unique identifier (data and application
identifier). The electronic tag including an identifier will be a compound attribute to
query databases for further information in similar way like today, just with the
difference that the manual entry to the database is replaced or enlarged by automatic
identification means. Other applications to equipment industry or shipping industry
internal databases may also be interlinked based on pre-agreed neutral interfaces and
unique identifier.

2.2 Data Carriers

The common aspect of Automatic Identification and Data Capturing (AIDC)
technologies implies that information is encoded into a machine-readable format. The
resulting code is according to the particular AIDC technology stored on a respective
data carrier.

This leads to two recommendations for the application of AIDC technologies in the
domain of marine equipment, namely 2D Data Matrix codes and RFID (Radio
Frequency Identification). For both resulting data carriers, different options are known
and available. Under consideration of technical limitations, market share and
prospective technical progress, data carrier standards are chosen for both options.
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Data Matrix Passive RFID in UHF band

Standardised under
ISO/IEC 16022:2006
u - Data Matrix bar
code symbiology
specification

Standardised under ISO/IEC
18000 Part 6

865-868 MHz (Europe)
902-928 MHz (North America)?!

Both data carriers are available in different forms, i.e. printed, laser-marked or peel
marked in the case of Data Matrix and in the label, hard case, or flexible form for
RFID. Respective mobile or stationary reading devices can read the data carrier and
return the information.

For the uptake of Automatic Identification and Data Capturing - AIDC technologies for
equipment under the Marine Equipment Directive, we recommend:
e the use of either Data Matrix or UHF RFID according to ISO 18006-C or Data

Matrix and UHF RFID in parallel.

o Specification of minimum sizes and quality criteria for Data Matrix codes.

e Recommendations for transponder types in the case of RFID with respect to
different product categories.

e Advice to lock write access to product tags after delivery (RFID) as a minimum-
security feature.

o Specification of general criteria for the durability of data carriers and tags: Data
Carriers (RFID and Data Matrix) must be read along the complete lifecycle so
that carriers need to last longer than the expected lifetime of products (up to
30 years).

3 Coding and Numbering System

The underlying principle of AIDC technology is to attach the information related to the
product directly to the physical product itself by the proposed data carriers. A set of
information will be encoded into a machine-readable code and stored on the data
carrier. The data carrier will be attached to the product. The information can be
decoded again by reading devices.

Today’s technical limitation of data carriers implies, that the information directly on
the carrier provides just a link to further information stored in public or private
databases. Direct storage of enhanced information such as electronic versions of
certificates or documentation cannot be stored directly on the carrier. One might
consider the direct information analogous to an Internet URL that guides you to
further information on the web page.

It is required, that this information has a structure, which is agreed upon all
stakeholders of an application domain. In doing so, the provided link can be
understood to get further detailed information and files in public databases or in
access-restricted private databases.

! Image source: https://en.wikipedia.org/wiki/Radio-frequency_identification#Tags
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For the considered case of a coding and numbering system under the marine
equipment directive, it is recommended to consider the following steps:
1. Defining a general agreed format of the MED certificate number, that links

physical objects to certificate information of marine equipment, for instance,
maintained by MarED or similar databases with respect to the master data

2. Proposing a procedure and scheme to include the MED certificate number on a
data carrier which uses the ISO/IEC 15418:2016 ASC MH10 Data Identifiers

3. Proposing a procedure and scheme to include the MED certificate humber on a
data carrier which uses the ISO/IEC 15418:2016 GS1 Application Identifiers

3.1 MED Certificate Number

A MED certificate number once agreed upon by the stakeholders, has the ability to
provides links to further existing and relevant database of the European Commission.
The traceability by identifying products on the certificate level would provide tools to
secure compliance with regulations under the marine equipment directive. Databases
such as MarED, ICSMS and RAPEX are prepared to add a field that stores a MED
certificate number and allows querying of this field.
With respect to the master data of a product, when traced on certificate level, the
attributes are

e Manufacturer

e Item

e Trade name

e NB/prod. Year

e Applied modules

¢ Notified Body B2

e Module B certificate

e Notified Body D, E, For G

e Module D, E, F or G certificate

The certificate numbers are the primary keys for market surveillance. An illustrative
example is given in the following Figure 2.

Nt | Manufacturer |Wuxi Xingtal Shipping
s DT A 1.4 Lifebuoy

XT 5555 - Lifebouy 2.5 kg
\=egele BT 0062/00

Applied modules [=3d3
== 0062
[ (e Lo [VI W= Hed-Tg) {[w-1 -0l 08581/A1 EC

I - 0062
Module D, E,F, G
(i ilwet (38 0535CHN2000

Figure 2: Master data example of an equipment on certificate level

The unique identification of a certificate combination and therefore as well the
identification of products on certificate level is given by building a number based on
the following scheme

[Applied module B][Notified Body BJ][Module B certificate] + [Applied module D, E, F
or GJ[Notified Body D, E, F or GJ[Module D, E, F or G certificate]

This can be illustrated by the given example in Figure 2 and leads to:

2 Not considered in case of a G module
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B0O062 +F00620535CHN2000

It is recommended to determine this or something similar in the regulation guidelines
for applying electronic tagging under the marine equipment directive. While the
certificate numbering is left open to the notified bodies, which are identified by a 4-
digit number, it might be necessary to limit the possible digits and restrict special
characters due to technical reasons. These limitations are deduced directly from the
following concepts of including the MED certificate number under ISO/IEC
15418:2016.

3.2 ISO Standard and ASC MH10 Data Identifiers

By integrating the MED certificate number according to the ISO 15418:2016 / ASC
MH10 Data Identifiers, interoperability and extensibility is ensured. A data carrier,
which data is structured according to this standard, can include several application-
specific fields, so-called data identifiers, which determine the type of the following
information. Accordingly, the data structure is dynamic in a way that the field
structure of overall data content can be very different, although a dedicated field
identifier might determine that the following content describes the MED certificate
number. The following Figure 3 gives a general overview of the general data structure.

Figure 3: General data structure on a data carrier according to ISO/IEC
15434:2006 and ISO/IEC 15418:2016

Today’s situation is, that neither a dedicated ID for the application of the MED
certificate number does exist, nor is a data identifier available that fits in its
description to something more general like “document number” or “certificate
number”. The following has been considered:

In the marine equipment domain, it is necessary to put a code on products that refers
to a certificate number, i.e. to a certificate which has been issued by a Notified Body.
Per certificate, the number is unique and consists of alphanumerical characters and
the special character “+"”. The length is not limited at the moment but might be limited
to 30-35 characters in the future. Depending on the product, the certificate and the
respective certificate number belongs to an individual item, a lot/batch or a product
type.

Under consideration of the ASC MH10 Data Identifiers, we see the following general
options, however, encompassing several limitations:

1. With respect to the description of the data identifier "12S - Document Number
(internally assigned or mutually defined)", the reference to a certificate
document by using its certificate number seems feasible. However, we have
the limitation of the usage of just 18 numerical characters, while this does not
meet our requirements. Certificate numbers use approx. 30-35 alphanumerical
characters and the special character “+” at the moment. Furthermore, “12S”
belongs to the category “19 - TRACEABILITY NUMBER FOR AN ENTITY"”, which
will fit for individual certificates on item level. However, lot/batch or product
type level has to be considered, too, so that the usage of “12S” might be
inappropriate.
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2. As an alternative the data identifier "*30S - Additional Traceability Code For An
Entity Assigned by the Supplier” in addition to or different from the traceability
code(s) provided by "S" or "1S"™ can be considered for the reference to a
certificate document by means of the certificate number as an additional
traceability code. There might be a conflict with another intended use of “30S”
by some suppliers, however, 1-35 alphanumerical characters meet our
requirements for the coding of the certificate number. Again, “30S” belongs to
the category “19 - TRACEABILITY NUMBER FOR AN ENTITY”, which might be
inappropriate for our intended use.

3. Another approach using the data identifier "3Z - Free Text” is always possible.
This field would also work even if it is not the favoured solution. The 3Z
identifier is related to ISO and can be used for all kind of different information
and is used for different applications, because there are no defined restrictions.
It is not explicit reserved for MED. That makes it difficult to identify and to use
it for automatic recognition. This identifier is not one of the preferred solutions
for the MED certification number because within that field identification is much
more complicate compared to an own MED specified identifier.

This leads to the recommendation, that the European Commission with the support of
industry associations and possibly the European Maritime Safety Agency should apply
for adding a new data identifier. At this, one of the following options is feasible:

1. new data identifier, especially intended for the use of a MED certificate number
under the marine equipment directive

2. new data identifier as general document identifier or a certificate identifier
which could be used by the MED directive, but also for the CE marking or by
other certification authorities like e.g. UL (Underwriters Laboratories) in the
u.sS.

The enhancement of the ASC MH10 Data Identifiers by domain-specific use cases is an
intended procedure under the respective ISO standard. It does not require the change
of the standard as such.

3.3 GS1 Standard

ISO 15418:2016 covers, in addition, a second characteristic of its application. GS1 is
an international non-profit organisation. Until 2004 it was known as European Article
Numbering-Uniform Code Council. GS 1 maintains under inclusion of ISO 15418:2016
the GS 1 standards for the data structure on data carriers. Using the same principle as
described Figure 3, the GS 1 standards offers dedicated and unique field identifiers
that are named GS1 application identifiers.

Companies using the GS1 standards become a member of GS1 and therefore receive
particular unique number ranges in order to identify company or product information.
In the retail business, these standards are well established, however, also other
industries including companies that manufacture marine equipment make use of GS1
maintenance of humber ranges.

As ISO 15418:2016 does not allow to mix GS application identifiers with ASC MH10
data identifiers on the one hand, but the application of GS1 is widespread on the other
hand, it is absolutely recommended to support the GS1 standard besides the open
ASC MH10 pillar.

In detail, the recommendation is likewise, that the European Commission with the
support of industry associations and possibly the European Maritime Safety Agency
should apply for adding a new application identifier. The same options are feasible:
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1. new application identifier, especially intended for the use of a MED certificate number
under the marine equipment directive

2. new data identifier as general document identifier or a certificate identifier which could
be used by the MED directive, but also for the CE marking or by other certification
authorotiers like e.g. UL (Underwriters Laboratories) in the U.S.

It is further a criterion of exclusion for GS 1 as a general option if the data content
after an application identifier is maintained by GS 1 and has to be decoded by
querying GS1 databases. The new application identifier must support both ASC MH10
Data Identifiers and GS1 Application Identifiers allowing for a free choice for industry.
We strongly recommend that the data content, which consists of the proposed MED
certificate code, is directly readable and absolutely equivalent in both options.

4 Supplementation of MED Certificate Number by
Further Data

If using ISO 15418:2016, both pillars of the standard enable to add further data fields
with particular further content that can be encoded on the data carrier.

For all types of products, useful data on the carrier besides the MED certificate code is
a manufacturer identification number and the article number as assigned by the
manufacturer.

For products that are produced in batches or lots, the lot humber as assigned by the
manufacturer is a useful extension.

For products that are individual on entity level, i.e. that have a unique individual serial
number, the encoding of the serial number as assigned by the manufacturer should be
considered.

For special products or processes, the supplementation of the code with information to
manufacturing data, expiration date, internal data, etc. is possible.

We generally recommend including examples and argumentation of the usefulness of
guidelines and regulations as to the application of further product-related data. This
can inspire the uptake of the technology within the industry. The provision of
innovation.
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5 Traceability, Product Recall and Anti-counterfeiting

With respect to intended effects of the technology, traceability, product recall and
anti-counterfeiting are in the scope. In general, the study showed and argued that the
technology is an inevitable prerequisite for enhancing the management of traceability,
product recall and anti-counterfeiting on the one hand with manageable effort on the
other hand.

With respect to the particular categories mentioned in this context, traceability,
product recall and anti-counterfeiting characteristics are briefly described and general
recommendation for an uptake within the industry are given.

5.1 Traceability

Traceability describes the ability to verify the past movements and locations of items
or the application of an item in a greater context. A machine-readable code by means
of data matrix or RFID technology enables a strong increase of the generation of such
records. This is related to the fact that the scanning of an item and the storage of a
record in a traceability database is hardly causing process operation costs. Traceability
of lots or individual entities will be enabled by a digital logbook that helps to answer
questions that address supply chains, distribution networks, misuse of products,
product recalls and market surveillance.

Traceability databases are maintained either by manufacturers or manufacturing
networks itself or by industry associations or AIDC service organisations such as GS1.

We recommend the investigation of reference architectures and systems in order to
proof appropriate means for traceability.

5.2 Product Recall

Product recalls are special cases in which due to quality or safety related problems,
single items or lots have to be recalled from the market. In doing so, information
about past movements and locations of items help to investigate where the relevant
products are. The on-site identification either by ship operator, manufacturer, market
surveillance or port authority further enables faster and transparent problem-solving
in the case of product recalls.

We recommend the investigation of reference architectures and systems in order to
proof appropriate means for product recalls based or embedded into the traceability
topic.

5.3 Anti-counterfeiting

Anti-counterfeiting or related means fulfilled for instance by market surveillance or
port authorities describe the ability to verify the origin of an item.

First of all, the AIDC technology has limited security against counterfeiting because
data carriers can be copied as well. Anyway, the traceability information is of great
value to indirectly identify counterfeited products. This is, for instance, the case if
products with a serial number are scanned on-site at a place where they have not
been delivered or if products with a same serial humber are scanned at the same time
at different places.

For the use of RFID, there is also the possibility to enhance the security of identifying
counterfeited products by using the technical characteristics. Each RFID data carrier
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has an individual identification humber assigned by the manufacturer and stored in a
read-only memory. This number can be maintained in a database by the manufacturer
and accordingly identify the origin of a product. The ID itself can also serve as a serial
number without even changing any internal processes.

Latest developments proclaim artificial DNA technology which means that a private-
public-key encryption is used to verify the validity of original RFID data carriers. This
is a technology that will be aligned to the proposed RFID frequency range.

We recommend the investigation of reference architectures and systems. In summary,
we recommend the investigation of use cases to proof appropriate means for anti-
counterfeiting, possibly by the execution research, innovation and demonstration
projects (depending on the readiness level).

6 Reliability Issues

General requirements and constraints for AIDC technology components in maritime
environments arise from the different needs and requirements of equipment
manufacturers and operators, notified bodies and port authorities.

In particular, the contemplated usage of products in harsh maritime environments
implies meeting further product-relevant requirements. Transponders with different
properties may be chosen for different products. Data Carriers must be resistant
against different environmental conditions. These conditions may be challenging or
even haphazard. Protection classes are standardised. Each class defines which
environmental properties a transponder is safeguarded, so they will not destroyed or
hinder its functional performance. Today’s state-of-the-art shows, that data carrier
technology is available for almost all equipment under the maritime equipment
directive.

We recommend formulating requirements on reliability in a way that data carrier has
to resist harsh environments as long as the intended lifetime of the products.

7 Targeted Consultation Frame

The study has followed as far as applicable the “Stakeholder Consultation Guidelines”?
as issued by the Commission and based on COM(2002) 704 - Commission
Communication: Towards a reinforced culture of consultation and dialogue - General
principles and minimum standards for consultation of interested parties by the
Commission. Basically, this is organised in three steps, namely (1) to define the
consultation strategy, (2) to perform the consultation and (3) to analyse and
evaluate the results. The consultation was divided in the following activities:

Stakeholder Workshop - Bremen with the intention to give stakeholders an
overview on actual developments and projects and to introduce possibilities as well for
applications of e-tags in industrial processes. During the workshop, it became
apparent that this kind of a workshop also involves educational elements for
participants which will help them later to evaluate proposals to accommodate e-tags in
the MED.

3 pPart of the , Better regulation guidelines and associated toolbox”. See:
http://ec.europa.eu/info/law/law-making-process/better-regulation-why-and-
how_en
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Stakeholder Survey - Questionnaire: After some meetings with industry
representatives at SeaEurope and Member States representative and AdCo member
BSH in Germany a broader consultation process has been launched. A stakeholder
survey through the Internet by a dedicated questionnaire has been conducted. As a
summary of the evaluation the following basic statements can be made:

e There was a clear opinion (>80%) that e-tags should be introduced as a
supplement and not as a replacement of the wheel mark.

e There was a clear opinion that e-tags are of high value or extremely high value
to support market surveillance activities and may facilitate easier and quicker
access to product documentation (certificates, DoC, manufacturer information,
etc.) if this information is made available in databases.

e There was a majority in favour of Data Matrix code as preferred technology
followed by RFID solutions. However, there is also uncertainty in the opinions
because of lack of basic technological knowledge and it very much depends on
the products and application cases.

e Already today manufacturers put information on their products beyond the
requirements of the directive which might be integrated into e-tags in the
future.

e Participants identified and nominated additional information to be integrated
into e-tags, e.g. product identification number, manufacturer identification,
production site, batch/lot number, serial humbers, etc.

e When reading e-tags in the future, participants expected predominantly basic
and extended information on compliance - (Notified Bodies, certification
regime, certificate numbers, validity, Copies of DoC and Certificates etc.), e.g.
through the MarED Database (COM-Database on certified products).

e When reading e-tags in the future, participants see also the potential to have
(authorized) access to proprietary information potentially available in
databases managed by companies (e.g. manuals, technical information,
drawings, parts lists, life cycle etc.).

e For the elaboration of further benefits of e-tags, e.g. in the context of internal
business logistics, participants claimed not to have enough
information/knowledge for a valuation.

e Besides quicker access to information about compliance of a product,
participants see a potential benefit that counterfeiting may become more
difficult by employing e-tags for easier verification of product authenticity.

e Biggest objections raised are about cost and potentially required organizational
adaptions of internal processes and alignment to required external processes.

e Further concerns were addressing the durability of e-tags and missing
standards.

e Most participants indicated that the level of knowledge in their organizations on
e-tag technologies (Data Matrix code and RFID tags) is very low, especially
with regard to RFID. Consequently, the experience with applications and e-tag
solutions in the sector is very low. However, exceptions exist and there are
some forerunners in the market.

In short, on the introduction of e-tags participants have high expectations and see a
great potential for improvements of their own processes and beyond. However, the
evaluation of answers also shows uncertainties and doubts based on a lack of
knowledge.

Stakeholder Workshop - Brussels was basically addressing the results of the
questionnaire, but was also giving again background information (including demos) on
e-tag technologies and potential applications. Major focus was finally on the definition
of a MED unique identifier as a basis for the coded information of the e-tags and as
well potential structure of data-repositories and access rights. Whereas the discussion
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basically confirmed the evaluation of the questionnaires given above, it is the
definition of MED unique identifiers and the potential content which is of major
concern of the participants. It needs to be said that the new MED does specify the
information which should be available on the product. The visual wheel mark as it is at
the moment only requires the coded information on the Notified Body and the date the
wheel mark has been applied on the product. Regarding the expectations and wishes
from the questionnaire evaluation an Implementing Regulation to the MED needs to
clearly define the format and mandatory content of an e-tag. Participants very much
welcomed the proposal of the consultants to base a definition on existing ISO
standards. The recommendation by the consultants for the MED unique identifies is
contained in this report.

Demonstrator SMM 2016 - Hamburg: To demonstrate potential market
surveillance activities on trade fairs and how e-tags may facilitate these processes in
the future, three show cases have been organized and performed at SMM 2016 trade
fair in Hamburg. Three manufacturers supported the action by making products
available for the demonstrators and by collecting the related information upfront.
Selected products have been e-tag labelled in agreement with the manufacturers and
potential market surveillance activities have been demonstrated. The e-tag
information contained real information about the products. By reading with a mobile
device access to real time information available in the MarED database and the RAPEX
database could be demonstrated. This demonstration has been very well received by
the participants, because it was explaining quite well how e-tags could improve future
processes especially regarding market surveillance.

Demonstrator Baltic Sea — TT Line Ferry has been planned on board of a ferry in
the Baltic Sea with in situ application of e-tags on MED products and interlinkage with
remotely available information in databases. As part of the demonstrator a workshop
on board of the TT-Line Ferry Nils Holgersson on the route from Trelleborg/Sweden to
Traveminde/Germany and back in the Baltic Sea has been a good success and was
well received by all participants. With the help of the ship operator and the
Classification Society DNVGL the workshop could be well prepared. About 20 products
have been identified onboard for the demonstration, representing different item
categories of the MED. The categories comprised LSA, Fire Safety, radio and
navigation. For all products, the consultant with support from the shipping company,
Classification Society and manufacturers created complete files with the necessary
information including certificates, DoC etc. All products have been labelled with Data
Matrix codes and RFIDs. The MarED database was prepared to accommodate
additional information and to allow online access by means of reading electronic tags.
The respective reading device including the related “App” (tablet) has been prepared
to allow full scope demonstrations in situ. Places visited on board comprised a muster
station with multifold LSA equipment, the bridge with navigation and radio equipment
and the upper deck with a locker containing firefighting products. At all locations
demonstrations on reading labels and access to remote information have been
performed and delivered the functional prove. Discussions with all participants lead to
an overall positive evaluation of the potential of e-tags to improve processes from the
different stakeholders.
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8 Scenario Selection for the Cost-Benefit Analysis
(CBA)

Based on the discussions during the targeted consultation it was made clear that
eTags can never replace the wheel mark plate. It is necessary to work always in a
traditional way without any additional equipment and to bridge technology problems
(e.g. defect or missing readers). The replacement of the wheel mark by eTags would
require the relabelling of all the existing equipment. Therefore, eTags can only be an
additional option to optimise the processes for all parties involved. Therefore, the
replacement of the wheel mark by an eTag implementation is not part of the following
considerations.

Two kind of technologies have been identified for the implementation within a
maritime environment. These are Data Matrix and RFID technologies:

AND OR

0338/13

RFID

Data Matrix

These technologies are considered within the following scenarios for the cost benefit
analysis. The benefit and the necessary required effort depend very much on the
implementation levels of the electronic tag technologies and the selected options for
the MED unique identifier implementation. The implementation levels can be
categorized into three possible levels (level 1- 3). These levels are reflected in the
following three selected scenarios and compared with a baseline scenario:

Baseline Scenario Level | Level 2: Electronic | Level 3: Electronic tags with
Scenario: No | 1: Electronic | tags with MED | MED Certificate number(s)
use of E-Tags | tags with MED | Certificate and codes for product
Certificate number(s) and item | traceability on different
number(s) only | code level
Marking Wheel MED MED Certificate | MED Certificate
mark plate | Certificate number + | number + product
number product class | codes (e.g. products
level information | serial codes and/or
lot/batch codes and/or
GS1 application
identifier)
Reading: Human MED App MED App++ | User applications
(with  extended
security levels)
Access - MarED MarED database | MarED database +
Opportunities database + COM | COM databases
databases (RAPEX, ICSMS,
(RAPEX, ICSMS, | NANDO) + proprietary
NANDO) database
Investment no European European European Commission
required Commission Commission DG | DG MOVE / DG Justice
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- DG MOVE / | MOVE / DG|/ DG GROWTH /
EMSA Justice / DG | Industry
GROWTH
Potential Business Market Market Market Surveillance /
users as usual Surveillance | Surveillance / | Port State Control /
Port State | Industrial users
Control

Table 1: Scenario overview

As the four main cost categories investment, implementation, operation (incl. training)
and maintenance costs have been identified.

The improvement benefits are very different depending on the involved parties. The
market surveillance can save time for inspections, documentation requests and
reviews. Identification of counterfeited products is much easier since more information
is available in a shorter time. The success rate for counterfeiting identification will
increase.

Equipment manufacturers can realise time savings for inspections and checks at
quality gates. The production data acquisition is much easier and can optimise the
production planning and control as well as the logistic processes. Finally, it will
become much easier to identify counterfeiting.

The vessel operator can save time for inspection, maintenance, and repair because the
actual information for the equipment installed on board can be accessed via supplier
databases. Supplier parts can be ordered more focused because the equipment and
the related spare parts are distinctive.

9 CBA Results and Conclusions

The implementation of e-Tags under the European Marine Equipment Directive for
maritime equipment opens many opportunities and may affect processes of different
stakeholders. This study has analysed all aspects related to maritime equipment
products covered by the directive. It has started with the process analysis of all
stakeholders involved during the marine equipment life cycle. All opportunities and
challenges for the implementation of electronic tags to support the processes have
been considered. For each phase of the marine equipment life cycle (equipment
approval, market access and surveillance, ship construction, ship operation and ship
recycling) the actual processes are analysed together with the possible existing
challenges. Scenario projections (until 2030) considering the situation after around 10
years from the possible implementation of electronic tags are described.

These scenarios were the basis for several discussions with the stakeholders and
different consultation actions. Requirements and benefits were estimated for every
scenario and for the different parties involved (manufacturers, authorities, operators,
etc.). It is shown that the benefit is very different for the main players depending on
their role in each life cycle phase. We must distinguish effects directly created by
implementing the e-tag option in the directive and those generated indirectly by using
additional opportunities. This means efforts by manufacturers to apply e-tags on their
products and efforts and benefits by authorities when using these e-tags to facilitate
their processes. Indirect effects can be generated by manifold other stakeholders in
the process (manufacturers, authorities, customs, etc.) in case they capitalise on the
existing e-tags and develop/adapt their processes accordingly. Therefore, only a broad
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and generic approach will assure that all stakeholders can benefit from the
implementation of electronic tags.

The technological section of the study gives a comprehensive overview of exiting data
carriers and data exchange architectures. Some of the technologies are not applicable
for the marine environment (harsh conditions, costly installations for energy supply,
etc.). Nevertheless, there are different technologies which can be used based on the
targeted future scenarios. After serveral expert discussions and best practice
experiences from other industrial sectors the favoured technologies recommended for
implementation are based on RFID and Data Matrix labelling. These two technologies
cover the whole range from simple and cheap solutions (Data Matrix) to costlier
(RFID) but also more flexible solutions.

The implementation of the labelling technology as such will not be beneficial for the
processes. The key factor is easy access to data and traceability. But the support of
traceability and a continuous information flow requires a standardised code structure
independent from the electronic tag type. A unique identifier must be defined. It must
be flexible enough to support many different processes and to enable the direct access
to the most important maritime equipment databases. Several different coding
possibilities have been discussed within different workshops. At least three possibilities
have been chosen for the impact analysis. The main differences are the degree of
detail level of information represented on the tag in the future. The more information
on the eTag available, the more applications can be covered, the more processes can
be supported and the higher is the expected benefit.

Beside the identification code the databases involved in the different processes are
important. RAPEX, ICSMS, MarED and NANDO have been identified as the most
important marine equipment publicity assessible databases. The discussions with the
operator of these databases have shown that there are no technology limitations in
respect of eTags. Some of them are already prepared. It has been figured out that the
effort necessary to make use of the eTag technology is quite low. All these databases
need to support the unique identifier to make use of the new technology.

Within the consultation phase of the study some test connections have been realized
and have shown that the defined approach works. Nevertheless, only demonstrator
installations for some selected marine equipment have been realized. During those
demonstrators, the proactive inspection work of market surveillance has been shown
on the SMM exhibition in Hamburg and a sea trial demonstrator has been realized on
board a ferry between Trelleborg and Travemiinde. Both demonstrators have proven
that the eTag implementation for Maritime equipment works very well for different
scenarios.

As part of this study a problem tree has been generated to show the future challenges
for the global implementation of electronic tags for marine equipment. This tree has
been adapted during the stakeholder discussions.

It must be assured that the wheel mark information can be read independent from the
availability of technological equipment. Consequently, it is recommended that the
present visual Mark of Conformity (Wheel mark) should not be replaced by eTags.
Only the combination of the wheel mark plus eTag is a workable solution, where the
eTag offers additional information to support processes electronically.

For the quantitative assessment of the technology three different implementation
scenarios have been defined and evaluated by a costs and benefits calculation per
stakeholder (see Table 2). All three scenarios have been compared with the base line
scenario which is the cheapest solution.

04/2017 20



Electronic tag as a supplement of the wheel mark in marine equipment

Summary Cost | Bene Main Benefits
of the CBA in fit
(Scenario | Mio € in
figures for Mio €
5 years in
Mio €)
Baseline 0 0 No potential benefit and high costs for a later integrated
Scenario solution
Scenario 1:| 0,71 | 28,70 Fe_zster data acquisition: Marine equipment inspections
will be much faster than today
MED . .
o Reduction of market damage: IP protection and
Certificate fighting counterfeiting increases
number 9 9 9
. . Scenario 1 benefits plus
I\S/IcEeDnano 20 549 | 32,70 More focused product recalls: Identification and
certificate tracking on product class level
Faster identification of counter fight products:
number + Tracing & tracking opportunities
item code 9 9 opp
. ) Scenario 1 +2 benefits plus
I\S/IcEeDnarlo 3:189,00 143’7 Effort reduction for certificate search and related
i information (e.g. test reports):
Certificate h _— , .
number + Improvement of service quality: eTag implementation
can optimise logistic, service, maintenance, and repair
codes for
roduct Processes . .
P - Reduction of batch products counting time: Collect
traceability : . . . g
- number of items and their registration numbers within
on different . ) :
levels one reading operation (life vests)

Table 2: Summary of cost/benefit calculations for all scenarios

The baseline scenario covers the continuation of the as-is situation without any
eTags. There are no additional costs but there is also no additional potential benefit.
But in some years from now it might be too late to implement eTags for maritime
equipment as an integrated approach. Some of the partners involved in the processes
might have implemented their own solutions. When this is done an integrated solution
for all maritime equipment processes will require a lot of adaptation and will be very
costly.

Scenario 1 takes only care of the MED Certificate number. Therefore, the expected
benefit is quite high but can only be realised by the market surveillance. It is assumed
that the motivation of the manufacturers to participate will be quite low.

Scenario 2 considers the implementation of the MED Certificate number plus
company and item code of the product. Beside the benefits of the first scenario is will
enable stakeholders to identify product batches and the related production sites.
Within this scenario implementation will optimise product recall procedures very much
and can also support logistical tasks. Manufacturers can realise a considerable benefit
and it is expected that a larger group of manufactures will take part in this
implementation.

Scenario 3 implements the MED Certificate number plus company and product code
which allows the identification of every single product of the manufacturer. This most
advanced scenario includes a very detailed numbering system and opens a lot of
application opportunities. The benefit will be very different for the participants
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involved. The highest benefit is related to the market surveillance authorities which
could speed up their processes when analysing products and identifying counterfeited
and dangerous items. Much quicker database access to the mentioned public
databases would be a major advantage. But it would also require that certificates and
test reports are available in these databases. Other partners of the processes
(manufacturers, port state control, ship operators, etc.) could also benefit from
scenario 3 implementations based on their individual goals. It is the most expensive
scenario but with the highest benefit potentials. The cost for the realisation concerns
mainly the user’s application app development and the database interfaces.

Effo_ft coM Market Surveillance Effort NB Effort Manufacturer
Integration with MS Integration with EU Integration Integration
Effort COM Market Surveillance Effort NB E;for;ManK;z:coturer
API other DBS APl own DB Readers, APl Own eaders, wn
DBs DBs
Effort COM Market Surveillance Effort NB Effort Manufacturer
MED APP, MarED DB Readers None Tag Editor, Printers

Figure 4: Stepwise approach for the eTag implementation

It is recommended that the ID codes of scenario 3 should be part of the
implementation guidelines. In this case, the decision is left to the stakeholders to what
extent they perform the implementation (scenario 1 to scenario 3) (see Figure 4). A
stepwise implementation reduces the risks and ensures realisation of the potential
benefits step-by-step.

The introduction of electronic tags as a supplement of a wheel mark in maritime
equipment would require different activities:

1  Final definition and approval of an MED unique identifier structure with Member
States (based on the proposal contained in this study);

2 Agreeing the data identifier with ISO according to the basic structure from the
standard;

3 All relevant databases should support the MED unique identifier (MarED database
has also to store test reports and Declaration of Conformity). Related actions need
to be taken by COM and Member States;

4 Define eTags, the related technology and the content as complementary label to
the wheel mark for marine equipment by means of an Implementing Regulation;

5 Create common understanding and continuous reporting between all bodies at
COM and Member States (especially ADCO) to early applications.
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Overall, the investments are on a low level compared to the expected benefits. Costs
for authorities and industry are affordable because of the stepwise voluntary
implementation in accordance with the planned application. The equipment
manufacturer can start with some low investments but through further investments
additional benefits can be realised. But it could also be envisaged to make the use of
eTags as an additional mandatory label in the future to achieve a higher take-up by
the market. Only a large dissemination can indeed unleash the full potential of the
application of eTags for marine equipment.
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FINAL Report

10 Introduction

The goal of the study is to evaluate the application of electronic tags for the wheael
marking of marine equipment. The three main objectives are:

e Assess the possible impacts including a cost/benefit analysis to explore the uptake of
electronic tags as a supplement to or a replacement of the existing labelling;

e Demonstrate its potential through a pilot project on the use of the electronic tags for
marine equipment products;

e Assist the Commission in making consistent and optimal parameter choices across all
dimensions of options, while taking into account related costs and benefits.

The implementation of electronic labelling of marine equipment products may result in
new possibilities for the users and better information to market surveillance by
creating a continuous information flow between manufacturers, Notified Bodies and
authorities. Authorities and Notified Bodies should benefit from an enhanced and
smooth market surveillance mechanism which should ease day-by-day survey
operations, encouraging the rapid uptake of electronic labelling.

This final report documents all activities in the context of the possible introduction of
electronic tags for marine equipment.
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11 Context

11.1 Motivation

The legal basis for this study is Article 11 (2) (Electronic tag) of Directive 2014/90/EU
of the European Parliament and of the Council of 23 July 2014 on marine equipment
repealing Council Directive 96/98/EC (hereinafter the "New Marine Equipment
Directive" - MED) which provides that "The Commission shall carry out a cost/benefit
analysis concerning the use of the electronic tag as a supplement to, or a replacement
of, the wheel mark."

The time frame to agree on a broadly accepted and recognized standard for electronic
tags to supplement or replace the wheel mark is relatively tight, because industry has
already started to apply such technology. There is a risk that manufacturers will apply
different technologies in isolation with the consequence that the individual
technologies might not be interoperable. The maritime industry constantly operates in
a complex environment which makes it difficult to envisage all future possible uses of
electronic tagging. However, the following positive basic impacts are expected
regarding the potential benefits of the application of electronic tagging solutions for
the stakeholders:

¢ Notified Bodies should benefit from the seamless notification capabilities
embedded into the system with electronic tags pointing to an information
repository where all the relevant information about the product is available
(such as type approval certificates);

The implementation of electronic labelling of marine equipment products may result in
new possibilities for the users and better information to market surveillance by
creating a continuous information flow between manufacturers, notified bodies and
authorities. Authorities and Notified Bodies should benefit from the enhanced and
smooth market surveillance mechanism, which should ease the day-by-day survey
operations, encouraging the rapid uptake of the electronic labelling. Notified bodies
should benefit from the seamless notification capabilities with electronic tags pointing
to an information repository where all the relevant information of the product is
stored. Ship owners/operators should be able to seamlessy check the validity of
the certificates for the equipment they have on board and carry out stock control more
easily. The direct and easy access to the relevant databases will improve the
validation checks of certificates and speed up the equipment identification. The cost
benefit analysis should provide additional, specific means to facilitate the tasks of the
market surveillance authorities. An electronic tag could supplement or replace* the
wheel mark (refer to Chapter 2, Art. 9, 10 and 11 take into consideration of the MED
2014/90/EC) to prevent administrative burdens, the IP protection and efficiency in
fighting counterfeiting as well as the effect on international competitiveness and the
technological and non-technological innovation potentials.

The specific items of the study include also the demonstration of the potentials on the
use of the electronic tags for marine equipment. Counterfeit products will be identified
much quicker and therefore safety at sea will be improved; through a pilot
demonstration.

e Manufacturers should benefit from the improved notification mechanism for
the prevention of counterfeiting and the opportunity for more focused product
recalls. Additionally, the electronic label can be used to support logistics,
service, maintenance, and repair processes of the manufacturers;

4 Wheel mark replacement is a topic for further discussions
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e Ship owners/operators should be able to carry out equipment traceability
and stock control more easily.

The implementation of electronic labelling of marine equipment products may
introduce a new approach to the users and better information to market surveillance,
creating a continuous information flow between manufacturers, Notified Bodies and
authorities.

11.2 General Market Dimension

The potential market for an electronic identification system for marine supplies are
given in the recent study ("COMPETITIVE POSITION AND FUTURE OPPORTUNITIES OF
THE EUROPEAN MARINE SUPPLIES INDUSTRY”) performed for the European
Commission in 2013/2014 (see Figure 5). The figure shows the geographical market
distribution of the marine suppliers related to the product categories and market
values. The study estimates the market for ship newbuilding to be about 250 bn USD
for a five years’ period. It includes the whole marine supply. The MED related
equipment is spread over the different groups. The number of certificates for MED
equipment is shown in chapter 12.1.

Forecast 2013-2017 [in m USD]
Marine supply demand per trade

M China MKorea (South) wlJapan WRoAsia MEU27 wRoEurope WAmericas RoWorld

Figure 5: Forecast of Marine Supplies Market Volume per major trade based
on Ship Newbuilding Market projections®

5 Source: “COMPETITIVE POSITION AND FUTURE OPPORTUNITIES OF THE EUROPEAN MARINE
SUPPLIES INDUSTRY”, BALance Technology Consulting GmbH, public contract European
Commission DG Enterprise, 2014
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11.3 The Old Marine Equipment Directive, 96/98/DC, as amended

Amongst others, one of the European Union (EU) policies concern the free circulation
of goods within the Single Market. New Approach Directives address the mechanisms
to achieve this aim are based on prevention of new barriers to trade, mutual
recognition and technical harmonisation. In respect to marine equipment this means it
can only be installed on board ships registered under the flags of EU Member States
and additional EFTA (European Free Trade Association) member states like Iceland,
Lichtenstein and Norway if it is marked with the MED mark of conformity, known as
the “wheel mark”.

The Marine Equipment Directive (MED) - Council Directive 96/98/EC, as amended,-
came into force beginning of 1999 and covers a range of equipment carried on board
ships registered under the flags of the European Union Member States. It was
established to ensure that equipment which must comply with the requirements of
international conventions (SOLAS, MARPOL and COLREG, etc.) agreed by the
International Maritime Organization (IMO) also meets common standards of safety and
performance across the EU.

Detailed performance and testing standards for certain types of marine equipment
have been developed by the International Maritime Organization (IMO) and by the
international and European standardization bodies. However, the international
instruments leave a significant margin of discretion to the flag states. Council Directive
96/98/EC thus laid down common rules to eliminate differences in the implementation
of international standards by means of a clearly identified set of requirements and
uniform certification procedures. Approval requirements are harmonized across the EU
Member States. Therefore, a manufacturer only has to gain approval for a certain type
of equipment from one single Notified Body®.

This is only possible if an up-to-date list of approved or refused equipment is available
to interested parties. To fulfil this requirement, the Commission (nowadays through
EMSA) has set up a Technical Secretariat currently operated by BALance Technology
Consulting. It is to manage the Group of Notified Bodies (MarED) and to set up a
database for the collection; processing and distribution of information on approved
equipment and applications withdrawn or refused (the MarED Product Database).

The MarED Product Database will also facilitate the exchange of information among
MED stakeholders on a wide range of subjects on international standardization,
common interpretations and participation to further progress. It will also support the
fight against counterfeit products. The MED applies to the following equipment:

1. Life-saving appliances (SOLAS Ch. III),

Marine pollution prevention (MARPOL),

Fire protection equipment (SOLAS Ch. II-2),

Navigation equipment (SOLAS Ch. V), and
Radio-communication and radio equipment (SOLAS Ch. 1IV).
Equipment required under COLREG 72,

Bulk carrier safety equipment and

SOLAS Chapter II-1 equipment.

® N ;A WD

6 Notified body is an organisation which has been designated by a Member State to assess the
conformity of a product to the applicable regulatory requirements before being placed on the
market.
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The compliance with the MED’s requirements is to be demonstrated for each
equipment item by choosing one of the conformity assessment procedures (modules)
as defined in Annex B of the Directive (details see chapter 12.1). When the Notified
Body has verified that all the applicable standards have been complied with, it will
hand over an EC Certificate of Conformity to the manufacturer. At this point the
manufacturer is then allowed to issue a "Declaration of Conformity” and affix the
"Mark of Conformity” to his product according to Directive 96/98/DC Article 11/Annex
D (Directive 2014/90/EU Article 9, 10/Annex I). The mark shall be followed by the
identification number of the Notified Body and by the last two digits of the number of
the year in which the equipment was marked.

0801-99

Figure 6: Mark of Conformity (Example for GL Lux 1999)

11.4 The New Marine Equipment Directive, 2014/90/EU

One of the aims of the Directives is to make sure that a free circulation of marine
equipment through the EU is possible whilst maintaining a common safety level. The
new Equipment Directive is a package of measures that aim to improve market
surveillance and boost the quality of conformity assessments.

The new MED under Article 11 now provides the possibility for electronic tagging of
equipment by saying “In order to facilitate market surveillance and prevent the
counterfeiting of specific items of marine equipment [...] manufacturers may use an
appropriate and reliable form of electronic tag instead of, or in addition to, the wheel
mark.” Article 11 further includes provisions allowing the Commission “to identify the
specific items of marine equipment which can benefit from electronic tagging” and “to
lay down [...] appropriate technical criteria about the design, performance, affixing and
use of electronic tags”.

Article 11 of the new MED is the basis for carrying out the present cost-benefit
analysis looking into the possible introduction of an electronic tag as supplement or
replacement of the wheel mark in marine equipment.

11.5 Challenges to be addressed

Electronic tags (e-tag) enable the connection between the physical product on board
(electronically tagged) and information available in the MarED Product Database and
other databases, as provided by the Commission (e.g. RAPEX) or proprietary solutions
offered by the manufacturers for after sales and maintenance purposes. An e-tag
technology will enable faster equipment identification and more efficient processes for
all parties involved is expected to facilitate MED stakeholders to enhance the
identification of lawful marine equipment. This might result in better identification of
counterfeit products and therefore for a higher safety at sea and a reduction of
economic harm. The recall of unsafe commercial products, could be specifically
managed within a selective approach by removing them from the market and
decommissioning them from on board ships.

It must be assured that the basic wheel mark’s e-tagged information (see Figure 6)
will be readable without the need of additional equipment (like exclusively dedicated
readers) but by using any regular electronic device providing access to electronic
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information. To support also the traditional way of working (visual checks), the
electronic tags should be preferably implemented together with the existing ink-based
wheel mark plate. The electronic tags must be expected to work reliably over a long
time (up to 30 years) in the harsh maritime environment, longer than the useful life of
the marine equipment.

Additionally, the implementation of electronic tags requires the specification of a MED
identifier to assure a standardised access to the different information sources.
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12 Life Cycle Scenarios for Marine Equipment

There is a large number of companies developing marine equipment in the world.
Depending on the equipment type, certificates are required before installing the
products on board a vessel. Equipment to be carried on vessels subject to the principal
IMO Conventions and flying the flag of an EU Member State has to be certified under
the European Marine Equipment Directive. This procedure is the starting point of the
marine equipment life cycle (see Figure 7) which includes (1) approval process, (2)
market access, (3) ship construction, (4) ship operation and (5) ship recycling. In all
phases, information is collected or required to complete the related processes: a
number of databases, which will be introduced later in this study, are used to this
purpose.
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Figure 7: Life cycle of marine equipment

(1) Approval process: The marine equipment supplier must follow different steps
(measurement, tests, etc.) during the certification process. The Notified Body will
check the different steps and will finally approve the product. The technical
documentation must be kept by manufacturer for at least ten years and in addition for
as long as the lifecycle of the approved products lasts. After a successful approval
process the manufacturer receives a Declaration of Conformity (DoC) which allows him
to offer his products for European flagged ships. Information about products having a
MED approval certification (conformity assessment) is available on the MarED Product
Database (www.mared.org).
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(2) Market access: While manufacturers offer marine equipment products, the
national market surveillance authorities have to proactively control products placed on
the market. The focus is on product safety, fulfilment of requirements laid down in the
MED and combating counterfeiting. The manufacturers have the obligation to
cooperate with the national market surveillance authorities and to adapt their product
if necessary in case they do not fulfil the approval requirements. The necessary
information is stored in existing, publicly accessible databases (e.g. ICSMS, RAPEX,
MarED Database, NANDO) or in internal databases at manufacturers’ sites as well as
Notified Bodies’ sites. While the MarED Database includes product information, ICSMS
and RAPEX contain information related to product non-conformities and safety alerts
respectively. The public databases will be explained in more detailed in chapter 13.1.

(3) Ship construction: During ship construction the owner, the Classification Society
and the flag state authority check compliance, rules and regulations. The Classification
Society makes the technical review of the desighs and related documents.
Classification Society surveyors accompany the construction of the vessel in the
shipyard (from production start to final sea trails) to verify that the vessel is
constructed in accordance with the approved design plans and Classification Society
rules. Before installation on board, market surveillance tasks are also performed by
the flag state authorities in order to check whether or not equipment is entitled to be
offered on the market and to check whether or not equipment fulfils the technical
requirements.

(4) Ship operation: Once bought and installed on board the equipment undergoes
the acceptance and survey of flag state authorities and classification societies
(according to regulation 391/2009) which accept the equipment to be on board and
apply continuous survey over the life cycle of the vessel. These surveys are performed
with a different motivation. The classification societies perform surveys to frequently
update the class of the ship, or in case of repair and conversion issues.

Flag State authorities frequently check the status of equipment on board of the
vessels under their flag or go on board of foreign flagged vessels (port state control
checks). It already nowadays happens quite frequently that these instances consult
the MarED Product Database as well as the other public databases in order to obtain
information on certain certificates, e.g. to check the validity of certificates,
authorisation of the Notified Body related to the product group, alert information for
the specific equipment etc.

(5) Ship recycling: Ship recycling is becoming a more important issue in Europe. In
line with the Ship recycling regulation No 1257/2013 - Annex II, ship yards and their
suppliers need to offer information about hazard materials within their products.
Especially an inventory list of hazardous materials on board and inventory surveys are
required in the future. Both can be supported by electronic tags (e.g. indications of
hazardous materials on the tag).

For all these tasks a proper and quick identification of equipment is required. This
goes along with the identification of the manufacturer and the production site, the
quick access to all available information including documents, certificates, technical
files etc. Even though a number of sources to obtain this information exist today,
electronic tagging could play an important role in order to accelerate all these
processes through facilitated access to information.

The following chapter will describe the different life cycle phases in more detail.
Especially the existing process characteristics in respect of marine equipment are
described. In chapter 17.1 the influences of future eTag applications within the
mentioned processes are derived.
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12.1 Conformity Assessment of Marine Equipment

Similarly, to some other industrial sectors, the marine equipment industry is a
network of multi-tier supplier-customer relations with shipyards and shipping
companies at the top of the supply chain. Just for manufacturing logistics complex
requirements exist to trace material and to control throughout the entire production
process. Globalisation trends also increasingly affect this process. At the same time,
equipment needs to fulfil multiple technical requirements to meet regulatory
requirements as established by IMO, flag states and pure industrial needs. Therefore,
and before entering the markets, manufacturers have to obtain different kinds of
certificates for different markets and regions of the world. The conformity assessment
procedure is a multilateral exercise involving multiple instances.

More than 127,000 products have a conformity assessment certificate issued under
the European Marine Equipment Directive’. These products only cover part of the
equipment to be carried on board of sea going vessels under European flag. The
number of companies worldwide with certificates in the maritime markets is well
beyond 11.000 of which about 6.000 are located in Europe8. About 40% of the
maritime equipment suppliers with MED certified product (MED) are based in Europe.
Figure 8 shows the geographical distribution of companies with maritime certificates.
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Figure 8: Number of companies with certificates for marine equipment
worldwide?®

7 Source: MarED Technical Secretariat, EMSA public service contract to BALance Technology Consulting GmbH,
Oct 2015

8 Source: “COMPETITIVE POSITION AND FUTURE OPPORTUNITIES OF THE EUROPEAN MARINE
SUPPLIES INDUSTRY”, BALance Technology Consulting GmbH, public contract European
Commission DG Enterprise, 2014

9 Source: “COMPETITIVE POSITION AND FUTURE OPPORTUNITIES OF THE EUROPEAN MARINE SUPPLIES INDUSTRY”,
BALance Technology Consulting GmbH, public contract European Commission DG Enterprise, 2014
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Another analysis shows the increasing importance of product conformity assessment
under the MED on the international market. In particular, Asian applicants show
significant growth rates over the last 5 years (see Figure 9). The amount of data sets
per applicant has increased by more than 150 % for manufacturers based in China
and in Korea. In Japan, it has increased by 175%. Germany is far behind these figures
with a growth rate of 27 %.

This alone reinforces the need to keep control on MED approved marine equipment in
the market and by this also provide better traceability of equipment applied on board.
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Following the publication of the European Marine Equipment Directive in 1996,
manufacturers must apply for the certification of their products at one of the today 42
Notified Bodies notified by the different European Member States (see Figure 10 for
the amount of data sets). MED ‘s Notified Bodies certify the pieces of equipment
following a set of rules and regulations as outlined in the MED. By obtaining these
certificates, manufacturers gain the right to issue a Declaration of Conformity (DoC)
which allows them to lawfully offer their products in the market for European flagged
ships.

Paper-based processes with lots of documents and information distributed over
different sources are to be effectively managed. Enforcing electronic-based data flow
with direct access to the different databases, might prevent the procedures from being
outdated after some time. While other involved parties e.g. manufacturers improve
their information and their logistics processes, the MED approval processes should also
phase in the existing proven technology. This approach would facilitate the control of
the involved parties carrying out those processes within a vast geographical
distribution area (see Figure 8).

Through conformity assessment the manufacturer of a product collects technical
evidence on that his product conforms to the requirements as expressed in the
provisions of the relevant legislation. The conformity check must be finalised before
the product is placed on the market. The assessment is under the responsibility of the
manufacturer and includes the design and production phase. Across the board, the
MED’s conformity assessment procedures are composed of one or two conformity
assessment modules (see Figure 11). A module may cover either the design or the
production phase (in this case a conformity assessment procedure is composed of two
modules) or both phases (in this case a conformity assessment procedure is composed
of one module).

The module selection for the conformity assessment of marine equipment depends on
the equipment and on the decision of the manufacturer. In general, “the complexity of
the modules selected should be proportional to the risk (impact on public interest,
health, safety, and environment) of the product, its design complexity, the nature of
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its production (large series vs small series, custom-made, simple vs complex
production mechanism etc.)"11

The first module selection criteria relate to the product quantities (see Figure 11). In
case of mass/serial production the manufacturer has only the choice to select module
B.

Manu-
facturer's
choice

Production process

EC type-examination quality assurance (AnnexE)

(AnnexB)
MODULE D
MODULE B
Manu-
facturer’s Product quality

No choice assurance (Annex B)
MODULE E
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T (AnnexB)
Produced individually or
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notin series or in mass

MODULE F

Manu-
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choice

Unit verification
{AnnexB)
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Figure 11: Conformity assessment procedures provided for marine equipment
(Directive 2009/26/EC)

Within Module B a Notified Body examines alternatively
a) the specimen of a type and/or

b) the technical design and one or more critical parts of the product (details see
Annex II 1.2 of 2014/90/EU).

Based on this examination the Notified Body verifies and attests that the type meets
the requirements of the legislative instrument.

The module B examination is always followed by one of the following modules:

¢ Module D (quality assurance of the production process) where a Notified Body
assesses the quality assurance system of the manufacturer. The quality assurance
system ensures the conformity to the EC-type.

e Module E (product quality assurance) where a Notified Body assesses the quality
system. Module E assessment procedures are similar to the ones under module D.
Both are based on the quality assurance system of the manufacturer. But module
E aims to ensure the quality of the final product, while the quality system under
module D aims to ensure the whole production process quality. The assessment
includes the part production and the test of the final product.

11 Source: The ‘Blue Guide’ on the implementation of EU product rules 2014
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e Module F (product verification) where the Notified Body carries out systematic
product examinations. In order to control the product conformity to EC-type the
Notified Body carries out product checks (testing of every product or statistical
checks). It basically corresponds to a time-limited production of product batches.

There are three possible module combinations of conformity assessment procedures
based on type examination and conformity of production assessment:

e Module B+D = EC-type examination (B) followed by Conformity to EC-type
based on quality assurance of the production process (D)

¢ Module B+E = EC-type examination (B) followed by Conformity to EC-type based
on product quality assurance (E)

¢ Module B+F = EC-type examination (B) followed by Conformity to EC-type based
on product verification (F)

For individual or small quantity production manufacturers, can also select module G
(conformity based on unit verification) as a stand-alone module for conformity
assessment (Figure 11). It covers the design and production phase. The Notified Body
verifies every individual product in order to ensure conformity to legislative
requirements. There is no EC-type examination. The manufacturer ensures compliance
of the manufactured products to the legislative requirements.

During the conformity assessment procedures, the required tests (testing of every
product or statistical checks) are carried out. This generates data which is used by the
equipment manufacturer and the Notified Bodies to verify the compliance of the
manufactured products with the EC-type regulations.

12.2 Market Surveillance of Marine Equipment

MED addresses EU Member States to carry out market surveillance. As a result of the
implementation of that obligation, EU National Market Surveillance Authorities are in
the position of identifying 'not in conformity' equipment and counterfeit equipment,
placed on the market. Market surveillance is organised on a national level. Therefore,
the Member States are obliged to set up the process for that purpose and to prepare
national market surveillance programmes.

The MED applies to all commercial vessels flying the flag of a European Member State
engaged in international maritime transport. The aim of these measures is to improve
safety at sea, protection against marine pollution etc. and to ensure commercial
competition.

In general market surveillance processes consist of:

e regular visits of commercial, industrial and storage premises of the
manufacturer and the distributor sites;

e regular visits, if appropriate, of work places, i.e. the premises of the client and
other premises where products are put into service. This is important for
products (for example machinery and marine equipment) that are directly,
after being manufactured, installed and put into service;

e random and spot checks at exhibitions to verify if approvals of presented
products exist;

e sample collection of products, and examination and testing of these; and

e request of all necessary information (reasoned request).
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If there are doubts about the conformity of the products the market surveillance
authority of a member state is required to perform a detailed review. Therefore, two
different tools are provided that enable market surveillance authorities to receive
information on the product and make a decision on the compliance of the product:
e the technical product documentation made available by the manufacturer,
and
e the EU declaration of conformity (delivered according to the procedures
detailed under chapter 12.1).

The technical product documentation must be made available by the manufacturer or
the authorised representative in a reasonable period. In general, the authority cannot
request the technical documentation systematically. It can only be requested during
market surveillance random checks, or when there are reasons for a concern that a
product does not offer the level of protection required in all respects.

The market surveillance authority may also request the Notified Body to provide
information on the conformity assessment for the product. The EU Declaration of
Conformity must be made available for the market surveillance authority without delay
upon reasoned request. Two general cases of non-compliance have to be
distinguished:

1. Formal non-compliance: Non-compliant products are subject to corrective
measures, such as bans, withdrawals or recalls. The level of the sanctions is
determined at Member States level. Market surveillance authorities should first
instruct the manufacturer to adapt the product to the regulatory requirements
before offering it on the market. If no result can be achieved, the market
surveillance authority has to restrict or prohibit the placing on the market. The
Commission and the other Member States will be informed by means of the
information support system (see Article 23 of the Regulation). The information
could include:

a. a detailed description and photograph of the product in order to facilitate its
identification by the enforcement authorities;

b. the results of the risk assessment carried out by the authority that justify
the measure adopted;

c. the scope, nature, duration and follow-up of the measure taken in order to
avoid the risk;

d. information enabling the product’s distribution channels and origin to be
identified, and other information relating to its traceability.

The Commission will distribute the notification to the other Member States not

later than 15 days of its reception.

2. Serious risk: In case the market surveillance authorities consider a serious
risk it has to notify it to the Commission through the RAPEX system. Also, the
procedures laid down to reduce or avoid the risk have to be reported (see
Article 22 of the Regulation). The market surveillance authorities have to verify
that adequate corrective measures have been taken.

Market surveillance is not harmonized throughout Europe to the same degree as the
conformity assessment procedures for marine equipment. Regulation (EC) No
765/2008 requires the Member States to set up market surveillance programmes. In
accordance with the principle of subsidiarity however, it is left largely to the individual
Member States to set priorities and set measures for monitoring their own markets.

Administrative Co-operation ("AdCo") groups have been established to develop joint
strategies and positions. The experts in the groups are appointed by Member States
and represent national authorities competent for market surveillance in a given sector
like e.g. marine equipment. The AdCo groups in general share the wide range of tasks
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to be completed between them in order to overcome the constraints of their personnel
resources. This includes agreeing on what product areas are to be monitored more
closely, agreeing on measures for responding to certain product faults, and sharing
the task of creating model risk assessments. In addition, the AdCo groups formulate
joint positions on how the European body of regulations governing market surveillance
should be developed further.

The work of the AdCo groups is not limited to agreeing market surveillance measures
in the narrow sense. A task force convened by the AdCo group for machinery is also
addressing how the market surveillance authorities could exert greater influence upon
the content of standards in order to ensure that the authorities' observations are
incorporated into standards as swiftly as possible.

12.3 Ship Construction

The classification of new ship buildings is a complex process with surveys for each
construction phase of the ship. The ship designs must be approved, for example, by
the technical staff of the Classification Society. Once the construction of the vessel has
begun the surveyor has to certify that all materials, components and equipment are
properly certified. During the construction process the Classification Society surveyor
visits the yard regularly and checks that materials and installed equipment have valid
certificates. The newbuilding classification process is completed after the vessel has
passed all reviews from the design approval to the sea trails. The following table
shows the important steps of the Classification Society involvement:

Shipbuilding | Classification Society Activity
phase

Signed Technical review of the design plans and related documents for a
contract new vessel to verify compliance with the applicable rules.

between
owner and
shipyard

Construction Surveyor accompanies the construction of the vessel in the shipyard
to verify that the vessel is constructed in accordance with the
approved design plans and Classification Society specification rules.
This includes the inspection of steel blocks and sections (incl. leak
and non-destructive testing), final approval of tanks and cargo
holds; inspection of shaft alignment as well as stern tube sealing
and centring of the wheel bearing; keel inspection and measurement
of the main vessel dimensions; inspection of propeller and rudder
mounting, free board inspection, etc.

Surveyor visits the relevant production facilities that provide key
components such as the steel, engine, generators and castings to
verify that the component conforms to the applicable rule
requirements.

Sea trails | Surveyor attends the sea trials and other trials relating to the vessel
including their | and its equipment prior to delivery to verify conformance with the
preparation applicable rule requirements. This includes survey of equipment, on
board checks, hydraulic tests of tanks and cargo holds, stability
checks, etc.

After the surveyor is satisfied with all the described tests the Classification Society
assignment will be approved and a certificate of classification will be issued. The
vessels will be included in the register of the Classification Society. Such a registration
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ensures that the vessel will be accepted by port authorities, flag state administrations
and insurances worldwide.

12.4 Ship Operation

After the successful registration and classification, the ship operator obtains a
classification certificate which is valid for 5 years. In order to ensure that the classified
vessels operate in accordance with the classification rules these vessels must undergo
regular as well as unscheduled surveys. There is a clearly specified programme of
periodical classification surveys, carried out on board the vessel, to verify that the ship
continues to meet the relevant rule requirements for the classification. Also, the
fulfilment of additional obligations (ISM, etc.) is checked, but they are not in focus of
this study. The surveys are to be carried out in accordance with the relevant
classification requirements to confirm that the condition of the hull, tail shaft, boiler,
machinery, equipment and appliances is in compliance with the applicable rules. The
extent of any survey depends upon the condition of the ship and its equipment. There
are different kinds of surveys during the vessel life cycle (see following table).

Types of survey Survey activities

Annual Survey The ship is generally examined during the annual surveys.
The survey involves a sampling based on existing guidelines
and empirical experiences. Usually the survey includes an
inspection of the hull, equipment and machinery of the ship
and some witnhessing of tests.

Depending upon the age, size, type and condition of the
vessel, an annual survey may take from several hours to a
few days to complete.

The intermediate survey includes examinations and checks on

Intermediate Survey the structure as specified in the rules to verify that the vessel

[Instead of second is in compliance with the applicable rule requirements. The
or third annual rule criteria become more stringent with age.
classification] The intermediate survey is an inspection of the items relating

to the particular certificate like e.g. marine equipment to
ensure that they are in a satisfactory condition and fit for the
ship operation.

A renewal survey is the same as an intermediate survey but
also leads to the issue of a new certificate.

According to the type and age of the ship the examinations of
the hull may be supplemented by thickness measurements as
specified in the rules and where deemed necessary by the
attending surveyor.

Bottom/docking A bottom/docking survey is the examination of the outside
survey of the ship's hull and related items.

[Two times in the
five-year period of
the Classification
Society certificate]

Classification Society The Classification Society renewal surveys/special surveys
renewal/special include extensive in-water and, in most cases, out-of-water
survey examinations to verify that the structure, main and
essential auxiliary machinery, systems and equipment of
the ship remain in a condition which satisfies the relevant
rules.

[every 5 years]
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Types of survey

Survey activities

Depending upon the age, size, type and condition of the
vessel, the renewal/special survey may take several weeks
to complete.

Non-periodical
surveys

Non-periodical surveys are usually carried out:

e to update Classification Society documents (e.g. change
of owner, name of the ship, change of flag);

¢ to deal with damage or suspected damage, repair or
renewal work, alterations or conversion, postponement of
surveys or outstanding recommendations/conditions of
Classification Society;

e at the time of port state control inspections.

12.5 Ship Recycling

Vessels are mainly scrapped in Pakistan, Bangladesh and India without much regard to
the life and health of the workers. The IMO (International Maritime Organisation) has
reached an agreement on the introduction of mandatory requirements for ship
recycling at a global level, but it remains to be seen whether this agreement, the Hong
Kong Convention, will be ratified by enough countries in order to enter into force.

On a European level, the EU's Ship Recycling Regulation regulates the recycling of
ships flying the flag of the EU Member States. It requires the availability of an
inventory of hazardous materials on board of the vessel which needs to be verified by
an administration or a recognised organisation authorised by it. The details are
described within the projection scenarios (see chapter 17.1.5).
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13 Important Technologies and Infrastructure
Existing Databases and IT Architecture

13.1 Exiting databases

Electronic tag readers are used to gather information directly at the product. A unique
identification code for products allows the collection of a limited amount of data from
the tag directly (storage capacity see page 58 - Table 5) and also from distributed
databases via tag reader connections.

To obtain information already today regarding marine equipment several public
information sources exist by means of databases which are offered through the
Internet. Based on the electronic tag information the users (depending on their role
and access rights) may in the future be able to get access to the most important
databases for marine equipment which are NANDO, MarED, RAPEX and ICSMS. The
reader implementation must consider the access procedures of each database.

The NANDO (New Approach Notified and Desighated Organisations) database
(http://ec.europa.eu/growth/tools-databases/nando/index.cfm) provides information
on those organisations which have been notified and are authorised by their Member
States to issue certificates under certain legislation. NANDO is operated by DG
Growth.

Information on Notified Bodies can also be found on the MarED (Marine Equipment
Directive) database (www.mared.org) which is the website of the Group of Notified
Bodies established under the MED in order to ensure a harmonised implementation of
the rules and regulations. The MarED website also hosts the so called MarED Product
Database, which fulfils a duty of the European Commission under the MED to trace
equipment approved under the MED (DIR 96/98/EC, Article 10.4). MarED belongs to
DG Move/EMSA and is operated by the technical secretariat - actually by BALance
Technology Consulting GmbH.

The RAPid EXchange of information system (RAPEX) is the EU rapid alert system
(http://ec.europa.eu/consumers/consumers_safety/safety_products/rapex/index_en.h
tm) for all dangerous consumer products, except food, medicine and medical
equipment. It allows a quick exchange of information between Member States and the
Commission about the measures that have been taken to prevent or restrict the
marketing or use of dangerous products. Here RAPEX covers both measures ordered
by national authorities and measures taken voluntarily by producers and distributors.
The Commission publishes a weekly overview of dangerous products which have been
notified to it by the national authorities. RAPEX is operated by DG Justice.

Finally ICSMS (Information and Communication System for the pan-European
Market Surveillance of products) is an internet based database
(https://ec.europa.eu/growth/single-market/goods/building-blocks/icsms_de)  which
contains product information, test results, official measures taken, etc. For consumers
and manufacturers, it offers a public area with official information about dangerous
products, reliable information about unsafe products as well as voluntary industry
recalls and postings made by manufacturers drawing attention to pirated copies. A
closed area of the system is for the use of market surveillance bodies, customs
authorities, and the EU Commission - e.g. official agencies. An extensive search tool
allows the search according individual products, test results for entire product groups,
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test results for products from specific countries; information for products coming
under certain directives, safeguard clause notifications, RAPEX notifications, as well as
information about manufacturers, importers and dealers. The system and the data
contained in it are protected against un-authorised access. ICSMS is hosted by DG
Growth and DIGIT in the future (starting in 2017). National authorities input, read and
process data in ICSMS.

Other applications to equipment industry or shipping industry internal databases may
also be interlinked based on pre-agreed neutral interfaces and unique identifier.

13.1.1 NANDO (New Approach Notified and Designated Organisations)
information system

A Notified Body is an organisation designated by an EU country to assess the
conformity of certain products before being placed on the market. These bodies carry
out tasks related to conformity assessment procedures set out in the applicable
legislation, when a third party is required. The European Commission publishes a list
of such Notified Bodies. EU countries, EFTA countries (EEA members), and other
countries with which the EU has concluded Mutual Recognition Agreements (MRAS)
and Protocols to the Europe Agreements on Conformity Assessment and Acceptance of
Industrial Products (PECAs) have designated Notified Bodies per directive or
regulation. They must inform the Commission and the other Member States that a
body, which fulfils the relevant requirements, has been designated to carry out
conformity assessment according to a directive. All Notified Bodies are listed in NANDO
including the identification number of each Notified Body as well as the tasks for which
it has been notified.

The NANDO database (http://ec.europa.eu/growth/tools-databases/nando/
index.cfm?fuseaction=directive.main)_provides information on all organisations which
have been notified and are authorised to issue certificates. Each Notified Body as well
as the tasks for which it has been notified are stored in NANDO including the
identification number. The NANDO database is used by:

e companies, to search a list of Notified Bodies (including the scope of their
notification -http://ec.europa.eu/growth/tools-databases/nando/index.cfm)
that can assess the conformity of their products;

e public authorities responsible for market surveillance;

e customers to check that a conformity assessment body has indeed been
notified.

Also Notified Bodies where the notification has expired or been withdrawn can be
found here. This information is subject to regular updates.

13.1.2 MarED (Marine Equipment Directive) Database

Conformity in Accordance with the Marine Equipment Directive

Information on Notified Bodies can also be found on MarED (www.mared.org) which is
the website of the Group of Notified Bodies established under the MED in order to
ensure a harmonised implementation of the rules and regulations. The MarED website
also hosts the so called MarED Product Database, which fulfils a duty of the European
Commission under the MED to trace equipment approved under the MED (DIR
96/98/EC, Article 10.4: “The Commission shall keep an up-to-date list of approved
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equipment and applications withdrawn or refused and shall make it available to
interested parties.” The MarED Product Database is owned by DG MOVE/EMSA
operated by the Technical Secretariat.

As marine equipment can be placed on board of EU ships at the time of their
construction or repair all over the world, market surveillance becomes particularly
difficult. Therefore, Member States have to ensure that only compliant equipment is
installed on board ships flying their flags and that this obligation is fulfilled through
issuance, endorsement or renewal of the certificates. Member States should be
supported in fulfilling those obligations by the information systems (i.e. MarED Product
Database) made available by the Commission for the assessment, notification and
monitoring of bodies authorised to carry out conformity assessment tasks, the sharing
of information in relation to approved marine equipment, applications withdrawn or
refused, and non-compliance of equipment [DIRECTIVE 2014/90/EU of 23 July 2014].

Marine equipment can only be installed on board ships sailing under the flag of EU
Member States and additional EEA (European Economic Area) member states (i.e.
Norway, and Iceland) if it is marked with the MED mark of conformity, known as the
“wheel mark”. All marine equipment certified and notified is documented within the
MarED Product Database. The MarED Product Database contains information about
authorized equipment to be installed on EU flagged merchant vessels according to the
Directive.

Based on Article 25 [DIRECTIVE 2014/90/EU - EU market surveillance framework] the
Member States shall undertake market surveillance in accordance with the EU market
surveillance framework laid down in Chapter III of Regulation (EC) No 765/2008
[paragraphs 2 and 3 of this Article]. The market surveillance may include documentary
checks as well as checks of marine equipment which bears the wheel mark, whether
or not it has been placed on board ships. Checks of marine equipment already placed
on board shall be limited to such examination as can be carried out while the
equipment concerned remains fully functional on board [EN 28.8.2014 Official Journal
of the European Union L 257/161]. Figure 12 shows typical information on certified
equipment which can be found in the MarED Product Database by using the offered
search functions.
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&MarkED

The Group of Motified Bodie s for the Implementation of the European Marine Equipment Directive EU Directive 2014/80/EU (MED) as amended

2017-03-14 i rared org 12:00
Mared Product Database

Product Information

Product narme: David - launched parfially enclosed lifeboat of
glassfibre - reinforced polyester without special fireprotection,
Capacity: 126 persons
Trade narme: SEL 815
Restriction of use: This boat ray be used on passenger ships only

APPLIC ANT MANUFACTURER
(PLACING THE PRODUCT ON THE MARKET)

Applicant. Fr. Fassmer GrmbH & Co.
Schiffs und Bootswerft

Applicant Address: Industriestrale 2 27804 Berne/M otzen
Applicart Communication: Email info@¥assmerde | Fac ++49(04406 342100 | wweeefassmer.de

Manufacturer site
Marufacturer: Fr. Fassmer GribH & Co.
Schiffs und Bootswerft
M anufacturer Address: Industriestraie 2 27804 Bernelh olzen Gerrmany
Manufacturer Cornmunication: Ernall info@fassrerde | Fao ++48(4408 942100 | wewfassmer.de
MED C ity Information

Applied diractive: 201 49HEL MED (1 Oth Amendrrart) EI) . — ]
—
Itern catedory: SBAAEC e —————|

Itern nuriber and designation: & 101,173 Lieboats:
(a) Davit-launched lifeboats:
- partially enclosed,
- totaly enclosed.

Anplied module(sy: B+D
Status of MED certificates=br f=({Corrbined validity period): 2016-04-04 - 2017-0519
Infonmation on MED certificatels)
Certificate nurmber of type exarnination () 400115
Period of validity of type examination cedificate: 2016-04-04 - 2021-04-03
Corrments to type examination certificate; Yalidity extended.

Certificate number of productionfproduct module (O E, Fy or SEE 14077
unit verification [G)
Comrrents to production’product module or unit verification

Period ofvalidity of productionfproduct rmodule or unit 2016-04-04 - 2017-05-19
verfication certificate

Carmments ta date of expiry of production module cetificate
Hotified Body

Motified Body issuing type approval (B cetfcation: 0736 - BG Yerkehr, Dienststelle Schiffssicherheit § Ship Safety Divigion - Prif- und
Zerifizierungsstelle f Ted and Certification Body

Motified Body responsible for the MED assessment. BG Verkehr, Dienststelle Schifssicherheit/ Ship Safety Divigion - Prif- und Zertifzistungsstelle
ITes and Certification Body
Motified Body address: Brandstwiete 1| Harmburg 20457 | Germany

Kotified Body communication: Emall: peer.lange@boverkehrde | hitp:ivsoed eutsche-flagge.defde/bau-und-
augruestung’schifEausrestunyzulassun g
Phones +48 (40) 36137318 | Fax +48 (410) 36137204

ﬂ Please note, that the inforrmation provided has been prepared accurately and to the best knowledge. However, the irformation is indicative anly. There is
no guarantee for completeness, actuality or an absolute correctness. For further clarffication, please contact the indicated Motified Bodies or the
companies offering the products to the market directly

Figure 12: Content of MarED Prodcut Database!?

The database can be used for any conformity check and market surveillance by using
the available product information immediately. The MarED product database is
updated on a regular basis to ensure the availability of actual data. Based on
electronic tag environment any kind of verification can be realised much faster and
more efficient. The product can be identified at any place any time. Therefore, product
traceability can be realised in a smart way which would be very beneficial. The
DECISION No 768/2008/EC of 9 July 2008 chapter 28 already stated clearly that
“Ensuring traceability of a product throughout the whole supply chain helps to make
market surveillance simpler and more efficient. An efficient traceability system
facilitates market surveillance authorities' task of tracing economic operators who
made non-compliant products available on the market.”

Just as an indication the following figures give an overview of the timely development
of datasets for approved products and in the second figure the assignment to the
different product categories and Notified Bodies. Provided the electronic tags would

12 Source: MarED Product Database, Oct 2015
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allow the identification of the certificate and the Notified Body, information contained

in databases of the Commission (MarED, RAPEX) and/or the manufacturer could be
interlinked and mapped on mobile devices.

Number of MarED Database entries on 8.3.2017

N° of Products in the MarED Database e N° of Products related to MRA
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Figure 13: Number of entries in the MarED Product Database!?

It is very feasible to automatically search the MarED Product Database when
equipment has been identified in the field by means of reading an electronic tag and
automatically trigger a query to the database through some kind of a communication

link (Internet, GSM etc.). This for instance could be a typical exercise by market
surveillance inspections, technical surveys, port state control etc.

13 Source: MarED Product Database, statistical report, Oct 2015
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Al/l |Al2| AL3|AL4|AL5|AL6|ALB Totals Notified Body
" 34432 |0062-BV
[ 18643 |0575-DNV GLAS
[ 16012 (0474 - RINA
| 11235 [0038 - LRVL
5755 0098 - DNV GL SE
5359 0801 - GL Lux
4743 0735 - BSH-Cert
3848 0729 - ABS
3253 0736 - BG Verkehr
2409 2198 - KR HELLAS
2170 0849 - NKK
1633 0200 - FORCE
1063 0426 - ITALCERT

863 0987 - LAPI

660 0168 - TUV SUD BABT
579 0191 - QinetiQ

561 1463 - PRS

551 0497 - CSI SPA

462 0029 - APRAGAZ

429 0086 - BSI

420 1121 - WFRC

291 0560 - Telefication

245 1347 - DNV Denmark
215 0338 - BTTG

172 2531 - DBI Certification
144 0832 - BRE

132 0809 - VTT

103 0437 - MIRTEC S.A. (EBETAM A.E.)

78 0845 - DBI

69 0407 - GIORDANO

52 0470 - NEMKO

49 2489 - CRS

41 0068 - Istituto Masini
36 1112 - CNMIS

32 2690 - BV Marine & Offshore
30 2434 - CTO

27 0194 - INSPEC

27 0493 - CTB

19 0843 - UL

16 0403 - FIOH

13 1084 - SPFR

9 0161 - aitex

9 0402 - SP

7 0099 - AENOR

4 0700 - Phoenix

4 0514 - FTH

1 0434 - DNV GL Norway

Figure 14: Number of entries in the MarED Product Database per Notified
Bodies
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13.1.3 ICSMS (Information and Communication System for the pan-
European Market Surveillance)

For the communication between market surveillance bodies in the EU and in EFTA
countries the ICSMS Internet platform offers information on compliant and non-
compliant products. The platform should speed up the detection of unsafe and other
non-conforming products from the market. It consists of an internal and a public area.
The closed part includes mainly product information, test results and official measures
taken in respect to non-compliant products. The internal part of the database is mainly
used by market surveillance authorities, customs and the European Commission.

For consumers, distributors and manufacturers it offers public information about non-
conforming products.

An extensive search tool allows the search of individual products, test results for entire
product groups, test results for products from specific countries; information for
products coming under certain directives, safeguard clause notifications, RAPEX
notifications, as well as information about manufacturers, importers and distributors.

OdRS-o® :
S Single Market Industry Entrepreneurship Access to finance Sectors
I I and Standards and SMEs for SMEs
I1CSMS Product Search
Consume v
e Type / Model

Internal

Search criteria (product key
Contact words)

GTIN (EAN) Code / Barcode
Single Market and
Standards - links Brand

Country of origin Afghanistan
News y g Albsiia A

Algeria v
Events American Samoa
Tools and Databases v Period covered & =
Contracts and grants v
Public consultations
Clear

Publications

Figure 15: ICSMS product search interface

Users can search also by the country's competent authority in their area for the
equipment and product safety.
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1.4 GROWTH

European

Comimission Internal Market, Industry, Entrepreneurship and SMEs

European Commission > Growth > Single Market and Standards > Tools and Databases > ICSMS

ES-m :
Single Market Industry Entrepreneurship Access to finance Sectors
I I and Standards and SMEs for SMEs
ICSMS Search Authority

Consumer ~ -
Postal code | City/area

Internal

Member State ‘Austrla hd
Contact - . - .
Directive / Regulation Non Harmonised Product / No directive applies -~
67/548/EEC Dangerous Substances Directive
68/89/EEC Wood Directive v
69/493/EEC Glass Crystal Directive

Single Market and
Standards - links

News Start search

Events

Tools and Databases v
Contracts and grants v

Public consultations

Publications

Figure 16: ICSMS Authority search interface

For the traceability of marine equipment, the database can be used to collect the
information of available product data. Within this study investigations for traceability,
recall practices and interface flexibility of ICSMS have been made. By using tags and
the adequate access rights, access to all available information about marine
equipment will be possible much quicker than today.

13.1.4 RAPEX (Rapid Alert System for dangerous non-food products)

The Rapid Alert System offers information on products posing risk to health and safety
of consumers and professional users and to other public interests protected by
relevant EU legislation (e.g. environment). RAPEX allows 31 participating countries
(EU countries, Norway, Iceland and Liechtenstein) and the European Commission to
exchange information on products posing a risk to health and safety and on the
measures taken by these countries to eliminate that risk. The available information
includes:

e information on the product, identified risk and measures taken in the notifying
country;

e list of other countries where the notified product was found on their market and
where measures were also taken;

e notifications on products posing serious risk and less than serious risk;
e notifications on professional products and on those posing risks to other public

interests.

National authorities take measures to prevent or restrict the distribution or the use of
those dangerous products. Also measures taken 'voluntarily' by producers and
distributors are reported via this system.

04/2017 48



Electronic tag as a supplement of the wheel mark in marine equipment

Marine equipment with electronic tags would offer surveyors direct access to RAPEX
and to receive immediately the actual information on risk to health and safety
(proposed architecture see chapter 13.2.5.1). Within this study an assessment on
traceability, recall and warning practices as well as interface flexibility of RAPEX has
been made. The opportunity of single product or batches traceability capabilities has
been considered especially under cost/benefit criteria (see impact analysis). It is
expected that the amount of marine equipment products registered in the database
will increase by more and faster survey processes.

Select criteria of pu . ~
RAPEX - Search notifications
[ Export to Excel
2015 .
Filters applied: Product category: Pyrotechnic articles Product type: Professional Year(s): 2015 Risk category: Serious
Py tickes C
b lick on the photo to easure
Risklevel * Product user Year - Week - No.Ref. - Notifying country Product {Click on the photo ¢ Risk Meas
enlarge) country
_ No results were found in the current notifications listings
_ The following results were found in corrigendum
Select options [ Veor- |Publicstion . L.
week  date b i
20/11/2015 Notification A11/0055/15 has been withdrawn from report n°27/2015 of 10/07/201
30/10/2015 Notification A12/1177/15 published on report 38 of 25/09/2015 has been updated according to new information receiy
09/10/2015 Notification A12/0688/15 published on the Report no. sest of the notifying authority, pr

request of the notifying authority

02/10/2015  Notification A12/1143/15 published in r

11/09/2015 Notification A12/1280/14 publishe

Figure 17: RAPEX Search Criteria

The following statistics show that the numbers of serious risk notifications are
increasing year by year.

04/2017 49



Electronic tag as a supplement of the wheel mark in marine equipment

i All notifications ====={f===== Serious risk notifications
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Figure 18: Total number of notifications and serious risk notifications
(absolute viues 2004-2015
[Source: 31 countries + 1 internal market of safe products - 2015 results]
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Figure 19: Number of notifications in 2015 by product category of the
dangerous products
[Source: 31 countries + 1 internal market of safe products - 2015 results]
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It would be useful to automatically check RAPEX to get warnings about dangerous
products.

13.1.5 Industry Databases

Beside the public databases also industry databases are available. They are operated
by marine suppliers or classification societies. Selected industry databases have been
considered related to remote accessibility. The reader implementation must consider
the access procedures of each database.

Possible

. y Industry databases (closed)
Industry incentives \ |’
Management

system class

ERP manufacturer

Applications

D> TAG/RF'D, Mobile

Maintenance ship
Web

App

Air Interface g]

Internet

Public databases (open)

Data on tag:
<id>0000..</id>
<nbody>xyz</nbody>

Proprietary
apps

Mar€ED ‘

RAPEX
Nando

Tracebility requirements

Figure 20: General concept of interlinking databases by means of electronic
tags

A general architecture for the data exchange between the eTag reader and the
different databases (public and industrial) are illustrated in Figure 1. Therefore, a
remote database access is needed and a unique identifier (data and application
identifier) (see chapter 13.2.5).

13.2 Data Carrier Technologies and Architectures

13.2.1 Identification of the Data Carriers (Electronic Tag - Labels)

13.2.1.1 General Technologies for Automatic Identification (AutolD)

Automatic identification (also commonly referred to as “Auto-ID”) refers to the
methods of automatically (i.e. without human involvement) identifying objects and
determining their belonging to a certain type or class of objects or their individual
identity that differs from all other objects. In addition, it often includes automatically
collecting data about them ("automatic data capture").

Objects may include people, animals, goods and products in transit. Automatic
identification of objects may use a characteristic or unique property of the object itself
(like e.g. the voice or fingerprint of a human being) or of an affixed coding device
(e.g. a label or tag), which encodes the object related data. The identification device is
normally connected to a data processing or computer system for further processing
and manipulation of the object data.
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Technologies typically considered as part of auto-ID include barcodes, Radio
Frequency Identification (RFID), smart cards, magnetic stripes, machine vision,
biometrics, touch memory, optical character recognition (OCR), and voice
recognition'4,

In recent years, automatic identification procedures (Auto-ID) have been introduced in
many service industries, purchasing and distribution logistics, industry, manufacturing
companies and material flow systems.

Optical Systems (Barcode and Data Matrix)

A barcode is a machine-readable, optical representation of data formed by
combinations of high and low reflectance regions on the surface of an object according
to a predetermined, geometrical pattern. Barcodes are read by optical laser scanning,
i.e. by the different reflection of a laser beam from the dark (low reflectance) bars and
light (high reflectance) gaps. Barcode scanners and interpretive software have become
available on many deviceses including smartphones.

Barcodes may be distinguished according to the geometry of the optical data
representation!>: A linear or one-dimensional (1D) barcode is a binary code
comprising a field or sequence of lines (bars) and gaps arranged in a parallel
configuration. The data is represented by the varying widths and spacing within the
sequence of wide and narrow bars and gaps and can be interpreted numerically and
alphanumerically.

Most barcode systems only identify classes of products, not individual items. The most
widely used barcode is the EAN-13 (International Article Number, formerly named
European Article Number) code. The identifier will be a compound attribute to query
databases for further information in similar way like today, just with the difference
that the manual entry to the database is replaced or enlarged by automatic
identification means. Other applications to equipment industry or shipping industry
internal databases may also be interlinked based on pre-agreed neutral interfaces and
unique identifier.

Two-dimensional (2D) barcodes use geometric patterns in two dimensions, like
e.g. rectangles, dots, or hexagons, to code information, so it can represent more data
per unit area. A Data Matrix code is a two-dimensional matrix barcode consisting of
dark and light "cells", little squares arranged in either a square or rectangular pattern
that represent bits. The information to be encoded can be text or numeric data (see
Figure 21). Compared to one-dimensional barcodes, they can represent more data per
unit area. Usual data sizes range from a few bytes up to 1556 bytes. They need a
scanning device capable of simultaneous reading in a vertical and a horizontal
direction.

14 Agarwal, V.: Assessing the benefits of Auto-ID Technology in the Consumer Goods Industry. Cambridge University
Auto-ID Centre Report, 2001. URL: http://cocoa.ethz.ch/downloads/2014/06/None_CAM-WH-003.pdf, Access:
2015/10/19.

15 Kato, H.; Tan, K.; Chai, D. (2010): Barcodes for Mobile Devices. Cambridge University Press, Cambridge a.o.
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Figure 21: Illustration of ECC200 Data Matrix code

Radiofrequency-based Systems (passive RFID in HF and UHF band)

In Radio Frequency Identification (RFID), an object is identified via an attached
electronic device (Transponder, or tag) that uses radio frequency or magnetic field
variations to communicate to a reading device.

First, transponders contain an integrated circuit or an electronic microchip for storage
of data and processing data and modulating and demodulating a radio-frequency (RF)
signal, collecting DC power from the incident reader signal. The tag information is
stored in a non-volatile memory. Second, they contain a coupling element, such as a
coiled antenna, used to communicate via radio frequency waves by receiving and
transmitting the signals. The data capacities of RFID transponders range from a few
bytes to several kilobytes. In addition, 1-bit transponders are used in electronic article
surveillance, e.g. to protect goods in shops. Depending on their power supply,
transponders may be either active or passive. Passive transponders obtain all their
power from the interrogation signal of the reader. Conversely, active transponders
incorporate a battery or a solar cell, which supplies all or part of the power for the
operation of a microchip.

The reading device (transceiver, interrogator or reader), which may be a read or
write/read devices consists of a radio frequency module, a control unit, and a coupling
element to interrogate electronic tags via radio frequency waves for information stored
on them. The readers can communicate their received data to the data processing
subsystem via a fitted interface. Readers emit an interrogation signal, which forms an
interrogation zone within which the transponders may be read. The size and geometry
of the interrogation zone is a function of the transceiver and transponder
characteristics. The general system configuration is presented in the following Figure
22:
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Figure 22: General system configuration of RFID

Numerous different RFID systems and RFID transponders systems are available on the
market. The technical parameters of these systems are often optimised for specific
fields of application, e.g. industrial automation or access control. The technical
requirements of different fields of application however often partially overlap, making
clear distinction between different systems difficult at times.

One of the most important characteristic of an RFID system is its operating frequency,
which is the frequency at which the reader transmits. The transmission frequency of
the transponder is in most cases the same as the transmission frequency of the reader
(load modulation, backscatter). However, the transponder’s ‘transmitting power’” may
be set several powers of ten lower than that of the reader. The different transmission
frequencies are classified into the three basic ranges, LF (low frequency, 30-300 kHz),
HF (high frequency)/RF radio frequency (3-30MHz) and UHF (ultra-high frequency,
300MHz-3 GHz)/microwave (>3 GHz). According to range RFID systems can be
subdivided into close-coupling (0-1 cm), remote-coupling (0-1 m), and long-range
(>1m) systems. Passive RFID transponders can be read at small to medium distances
and active RFID tags at small to large distances.

Data carriers

The common aspect of Automatic Identification and Data Capturing (AIDC)
technologies implies that information is encoded into a machine-readable format. The
resulting code is according to the particular AIDC technology stored on a respective
data carrier.

This leads to two recommendations for the application of AIDC technologies in the
domain of marine equipment, namely 2D Matrix codes and RFID (see Table 3). For
both resulting data carriers, different options are known and available. Under
consideration of technical limitations, market share and prospective technical
progress, data carrier standards are chosen for both options.

2D Matrix Code Passive RFID in UHF band

Standardised under ISO/IEC
18000 Part 6

865-868MHz in 868 MHz
(Europe

915MHz in the US)
902-928 MHz (North America)'®

Standardised under
ISO/IEC 16022:2006
- Data Matrix bar
code symbiology
specification

Table 3: RFID operating frequency classes

16 Image source: https://en.wikipedia.org/wiki/Radio-frequency_identification#Tags
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RFID transponders can be classified according to their possibility of writing data to the
transponder. In non-writable transponders, the transponder’s data record, usually a
simple (serial) number, is incorporated when the chip is manufactured and cannot be
altered thereafter.

In writable transponders, the reader device can write data to the transponder. Three
main procedures are used to store the data: in passive RFID systems EEPROMs
(electrically erasable programmable read-only memory) are dominant. Data stored in
an EEPROM is retained for several years without a power supply. The energy required
for writing to or reading from a transponder using EEPROM technology is transmitted
by inductive coupling. The guaranteed number of write access operations to a memory
address is typically around 105 cycles.

FRAMs (ferromagnetic random access memory) have recently been used in isolated
cases. The read power consumption of FRAMs is lower than that of EEPROMs by a
factor of 100 and the writing time is 1000 times lower. Over 1010 write cycles have
been being achieved.

Particularly in active microwave systems, SRAMs (static random access memory) are
used for data storage as well. They allow very rapid write cycles. However, data
retention requires an uninterruptible power supply from an auxiliary battery, as SRAM
memory cells require a constant power supply to retain stored data. Therefore,
transponders using this memory technology always have their own battery. Data
transmission between reader and transponder employs either inductive coupling or the
backscatter procedure (microwave). SRAM memory can be reprogrammed any number
of times with high write speeds. However, the integral battery limits the temperature
range of this transponder to 0-60 -C.

Further identification systems

Optical character recognition (OCR) uses special fonts with stylized characters so
that they can be read automatically by machines. One application example is the
registration of cheques in banking, where personal data, such as name and account
number, is printed on the bottom line of a cheque in OCR type.

Advantages of OCR systems are the high density of information and the possibility of
reading data visually. However, OCR systems have failed to become more universally
applied because of their high price and the complicated readers that they require in
comparison with other ID procedures.

In the context of identification systems, biometrics refers to all procedures that
identify people by comparing unmistakable and individual physical characteristics. In
practice, these are fingerprinting and hand printing procedures, voice identification
and retina (or iris) identification. Voice identification converts the words spoken by an
individual human being into a computer linked microphone to into digital signals,
which are evaluated by the identification software in order to check the speech
characteristics of the speaker for correspondence to an existing reference pattern.
Biometrics is mostly suited to identifying human beings.

A smart card is an electronic data storage system, possibly with additional computing
capacity (microprocessor card), which is normally incorporated into a plastic card the
size of a credit card. Smart card systems are similar in characteristics and often
considered a subclass of RFID systems. Their main difference from other RFID
systems however is their small reading range due to contact based reading. Smart
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cards are placed in a reader, which makes a galvanic connection to the contact
surfaces of the smart card using contact springs. Like a passive RFID transponder, the
smart card is supplied with energy and a clock pulse from the reader via the contact
surfaces. Data transfer between the reader and the card takes place using a
bidirectional serial interface (I/O port). It is possible to differentiate between two basic
types of smart card based upon their internal functionality: the memory card and the
microprocessor card. In memory cards the memory is accessed using a sequential
logic (state machine). Microprocessor cards contain a microprocessor connected to a
segmented memory.

13.2.1.2 General Requirements and Constraints for AutolD in Maritime Environments

General requirements and constraints for AutoID technology components in maritime
environments arise from the different needs and requirements of equipment
manufacturers and operators, Notified Bodies and port authorities.

In particular, the contemplated usage of products in harsh maritime environments
implies meeting further product-relevant requirements. The following Table 4 gives a
general overview about the assessment of further influences on the products and tags.

Class of influences Influences

humid salty sea air, rain, fog

atmospheric, weather related .
i salty water, spray water, standing water,
conditions
steam
snow, ice, frost
salt

solar radiation

operating temperature range: -30°- +150° C

thermic  conditions, — temperature storage temperature range: -30°- +50° C

range (Remark: matter of discussion
during the workshops)

hit impacts
vibrations

pressure

friction

rolling (ocean waves)

mechanical conditions

oil

detergents, cleansers
lubricants

acids

leaches

alcohol

tensids

solvents, solutions

chemical conditions

reflecting/electrically conducting surfaces
absorbing materials

radio frequency spectrum, electromagnetic
noise, electrostatic discharges

electromagnetic conditions

other non-line of sight (los) readability

tag size(s) for the application on different

other objects

Table 4: Definition of operator requirements
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13.2.1.3 Preliminary Assessment and Selection of Appropriate General Technologies

The AutolID technologies differ in their basic characteristics, which makes them more
suitable or less suitable for the intended purpose of providing unique identification of
maritime equipment. A comparison of the basic capabilities of the different auto-ID
technologies, as included in Table 5, shows the particular suitability of either barcode
or RFID technologies.
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System iD 2D OCR Biometry Voice Smart card RFID systems

parameters Barcode |Barcode recognition

typical data quantity [ 1-100 10-~5 k 1-100 - - 16-64 k 16-64 k

(bytes)

data density medium medium Low High High Very high Very high

machine readability | Good Good Good Expensive Expensive Good Good

readability by people | Limited Limited Simple Difficult Simple Impossible Impossible

influence of | high high Very high - - Possible No influence

dirt/damp (contacts)

influence of (optical) | Total Total failure | Total failure Possible - - No influence

covering failure

influence of direction | Low Low Low - - Unidirectional | No influence

and position

degradation/wear Limited Limited Limited - - Contacts No influence

purchase Very low | Very low Medium Very high Very high Low Medium

cost/reading

electronics

(rough cost

estimations are

given in  chapter

Fehler!

Verweisquelle

konnte nicht

gefunden werden.)

operating costs (e.g. | Low Low Low None None Medium None

printer) (contacts)

unauthorized Slight Slight Slight Impossible Possiblex (audio | Impossible Impossible

copying/modification tape)

reading speed | Low ~4 s |Low ~4 s Low ~3's Very low >5-|Very low >5s Low ~4 s Very fast ~0.5 s

(including  handling 10s

of data carrier)

maximum  distance | 0-50 cm [ 0-50 cm <1 cm | Direct 0-50 cm Direct contact |HF. 0-1 m,

between data carrier Scanner contactsxx

and reader UHF: 0-12m,
0-100 m

(microwave,
active systems)

Overall assessment

(/)

@

* The danger of ‘replay’ can be reduced by selecting the text to be spoken using a random generator, because the text that must
be spoken is not known in advance.

** This only applies for fingerprint ID. In the case of retina or iris evaluation direct contact is not necessary or possible.

0 very suitable

@ suitable, but with limitations in particular in comparison with other technologies

° not suitable

Table 5: Comparison of different RFID systems showing their advantages and
disadvantages??

Based on the listed characteristics, in particular the reading distances as well as the
influences of dirt, of direction and position and of optical covering, the identification

17 Finkenzeller, K. (2010): RFID Handbook - Fundamentals and Applications in Contactless
Smart Cards, Radio Frequency Identification and Near-Field Communication. Third Edition,
Giesecke & Devrient GmbH, Munich, Germany, p. 7. Summary assessment (last line) added by
authors of this report.
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technologies OCR, biometry, voice recognition, and smart cards can be considered to
be insufficiently suited to application with marine equipment. Consequently, they will
no longer be considered in this report. Barcode and RFID technologies in turn can be
rated as well suited for marine equipment and will be considered in more detail in this
report. Depending on their power supply, transponders may be either active or
passive. Considering RFID systems, active transponders need to incorporate a battery
or a solar cell, which supplies all or part of the power for the operation of a microchip.
As the power supply needs regular replacement (in case of battery) or at least regular
check (in case of solar cells), active transponders are not well suited to marine
equipment and are no longer considered in this report.

Microwave systems have a significantly higher range than inductive systems, typically
2-15 m. However, in contrast to inductive systems, microwave systems require an
additional backup battery. The transmission power of the reader is generally
insufficient to supply enough power for the operation of the transponder.

13.2.1.4 Detailed Options and Implications for Selected Technologies

This section provides more details on the two technologies selected as the potentially
most suitable technologies: passive UHF-RFID transponders and matrix (two-
dimensional) barcodes.

13.2.1.4.1Passive UHF-RFID

An Active Reader Passive Tag RFID system has an active reader, which transmits
interrogator signals and receives authentication replies from passive tags.

The required range of an application is dependent upon several factors:
e positional accuracy of the transponder;
¢ minimum distance between several transponders in practical operation; and
e speed of the transponder in the interrogation zone of the reader.
Passive UHF-RFID transponders are produced and used in many different varieties,

differing in many important properties. Some different properties of such transponders
are listed in Table 6.

Aspect Options

protection classes IP66: Dust tight, Powerful water jets

IP67: Dust tight, Immersion up to 1 m

IP68: Dust tight, Immersion beyond 1 m

IP69K: Dust tight, Powerful high temperature water jets

temperature Operating temperature: - 50°C up to 100°C
resistance Storage temperature: up to 240°C for 30s
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Aspect

Options

materials

polyamide

PVC

PPS + epoxy

PVC, OEM

stainless steel

fiberglass FR4
copper/polyimide (CU/PI)
silicon
poly-oxymethylene

glass

acrylonitrile butadiene styrene (abs)
aluminium and polymer
polypropylene

designs

disk

disk sticker tag
disk with hole
disk with 2 holes
screw

dry inlay

wet inlay
smart card

rod

smart label
glass rod

key fob

coin tag

half lens form

dimensions

L/2: 2,6mm-126mm, H: 0,5mm-22mm
L/e: 3,15mm, W: 13,3mm

mounting

self-adhesive
magnetic
screws or rivets
zip-ties

wire

sticky foam

environment

readable in wet environments
shock resistant

resistant against chemicals
screwable in metal

Table 6:

Alternative characteristics of transponders

Transponders with different properties may be chosen for different products or
applications within the tagging of maritime equipment.
Transponders must be resistant against different environmental conditions. These
conditions may be challenging or even haphazard. Protection classes are standardised.
A transponder is safeguarded, so they will not destroy it or hinder its functional
performance. More information on different tag protection classes and the kind of
protection they offer is provided in Table 7:
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Protection classes

IP66 Dust tight Powerful water jets can be installed in Ex zones 1, 2,
21 and 22
IP67 Dust tight Immersion up to 1 m suited for outdoor use

can be used in Ex zones 0, 1, 2,
20, 21 and 22

IP68 Dust tight Immersion beyond 1 m suited for outdoor use

IP69K | Dust tight Powerful high | suited for outdoor use
temperature water jets

Table 7: Tag protection classes

Transponders belonging to different protection classes may be needed for different
applications within the tagging of maritime equipment.

Standards

Relevant standards for UHF-RFID transponders have been issued by following
standardization bodies:

e International Organization Standards (ISO),
e International Electrotechnical Committee (IEC).

ISO/IEC 18000 is an international standard that describes a series of diverse RFID
technologies, each using a unique frequency range. The standard consists of several
different parts, under the general title Information technology — Radio frequency
identification for item management. The various parts of ISO/IEC 18000 describe air
interface communication at different frequencies in order to be able to utilize the
different physical behaviours. The various parts of ISO/IEC 18000 are developed by
ISO/IEC JTC1 SC31, "Automatic Data Capture Techniques". The most important parts
of this report are the following:

ISO/IEC 18000 Part 1: Reference architecture and definition of parameters to be
standardized.

ISO/IEC 18000 Part 6: Parameters for air interface communications at 860 MHz to
960 MHz.

ISO/IEC 18046 defines performance test methods.

ISO/IEC 18047 in its corresponding parts conformance test methods for the various
parts of ISO/IEC 18000.

Appropriate Carrier

The primary function of the transponder’s carrier and housing is to ensure cohesion of
the various components, such as antenna and chip. However, the use of certain
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materials may also protect against external influences and increase, for example,
insulation from metal influences. In addition, the housing may consciously enlarge the
transponder to achieve, for example, better capacities for assembly. The antenna is
the largest transponder component and determines its size. Different transponder
carrier forms are listed in Table 8:

Carrier
form

description

Rating (comments)

disks
coins

and

The transponder is housed in a round (ABS)
injection moulded housing; Alternatively,
polystyrol or even epoxy resin may be used
to achieve a wider operating temperature
range.

The diameter of disks/coins is ranging from a
few millimetres to 10 cm.

Usually contains a hole for a fastening screw
in the centre.

e.g. suitable for:

e A1/3.3 Fire fighter’s
outfit: protective clothing

e A.1/1.4 Lifejackets

glass
housing

Used for identification of animals or further
processing into other construction formats.
Glass tubes contain a microchip mounted
upon a carrier (PCB) and a chip capacitor to
smooth the supply current obtained. The
transponder coil incorporates wire of 0.03mm
thickness wound onto a ferrite core. The
internal components are embedded in a soft
adhesive to achieve mechanical stability.

Length of glass tubes normally in range 12-
32mm

0,0

plastic
housing

For applications involving particularly high
mechanical demands. Plastic housings can
easily be integrated into other products.

Greater functional range than glass
housings; ability to accept larger microchips
and greater tolerance to mechanical
vibrations.

e.g. suitable for:
e A.1/1.17a Lifeboats

e A.1/1.329GHz SAR
transponder

inductively
coupled
transponders
in metal
surfaces

The transponder coil is wound in a ferrite pot
core. The transponder chip is mounted on
the reverse of the ferrite pot core and
contacted with the transponder coil.

In order to obtain sufficient mechanical
stability, vibration and heat tolerance,
transponder chip and ferrite pot core are cast
into a PPS shell using epoxy resin.

e.g. suitable for:

e A.1/3.16 Fire doors

e A.1/3.22 Fire dampers
e A.1/1.17a Lifeboats
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Carrier description Rating (comments)
form
smart labels | Paper-thin transponder format. The

transponder coil is applied to a plastic foil of
just 0.1mm thickness by screen printing or

etching. @/@

The foil is often laminated using a layer of | e.g. suitable for:

paper and its back is coated with adhesive.
e A.1/4.1 Magnetic

Smart labels are thin and flexible enough to compass
be stuck to luggage, packages and goods of
all types. e A.1/4.14 GPS equipment

They are normally supplied in the form of
self-adhesive stickers on an endless roll.

coil-on-chip | Integration of the coil onto the chip is made
possible by a special micro galvanic process
that can take place on a normal CMOS wafer.
The coil is placed directly onto the isolator of
the silicon chip.

Extreme miniaturisation of transponders is 0
possible using coil-on-chip technology. The
size of the entire transponder is just 3 x
3mm. The transponders are frequently
embedded in a plastic shell and are among
the smallest RFID transponders available.

Legend:

0 very suitable

@ suitable, but with limitations in particular in comparison with other devices
o not suitable

Table 8: Transponder carrier forms'8

18 Finkenzeller, K. (2010): RFID Handbook - Fundamentals and Applications in Contactless
Smart Cards, Radio Frequency Identification and Near-Field Communication. Third Edition,
Giesecke & Devrient GmbH, Munich, Germany, pp. 13-21.
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Possible dimensions

The approximate dimensions of the different transponder carrier forms are compared

in Table 9:

Carrier form

Dimensions (diameter x height or length x
width x height)

Rating
(comments)

disks and coins

diameter of disks/coins: few mm -1 0 cm

height of disks/coins: few mm - 1 cm

glass housing

length of glass tubes: 12-32mm

diameter of glass tubes: 1-5 mm

plastic housing

Length, width: e.g. 12 x 6 mm
Height: 3 mm

inductively
coupled
transponders
in metal
surfaces

diameter of disks/coins: few mm

height of disks/coins: less than 1 mm

smart labels

Length, width: a few cm each

thickness of plastic foil: ~ 0.1mm

coil-on-chip Length, width: ~3 x 3mm Still rarely used,
thickness of plastic foil: ~ 0.1mm S0 tha_t no rating
is available
Legend:
(/] very suitable
O suitable, but with limitations in particular in comparison with other devices
o not suitable

Table 9: Approximate dimensions of different transponder carrier forms
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Permanent mounting options

Transponders of normal sizes can be mounted in several permanent or removable
ways. The mounting options applicable to RFID transponders are compared in Table

10.
method | conditions benefits rating/comments
gluing clean prepared surface fast, cheap | @
according to scenario, high
requirements on adhesive
material;
high risk atmospheric or
weather related failure
riveting sufficient area for receiving | removal @
the transponder and the | difficult - s
- drillings  necessa thin
ability to bore holes Oll;ljelctg. oW
special tools necessary for
mounting;
disassembly is difficult;
drillings may foster corrosion
screws sufficient area for receiving | easy @
the transponder to the bore | disassembly drillings  necessary  within
and the possibility of Holes | removal object;
and optionally introduction | impossible drilli ' fost _
of threads must be given without tools | 9 ings may foster corrosion
hooking | sufficient surface for | flexible use | @
receiving the transponder | myjtiple use | no fixed mounting
and the possibility for | of ) ]
attachment appropriate | transponders high risk of loss
holder must be given removable without tools
inserting | sufficient surface for | flexible use | @
receiving the transponder | myitiple use | no fixed mounting
and the possibility for | of _ .
attachment a tab must be | transponders high risk of loss
added removable without tools
magnetic | sufficient space for | flexible use | €@
fixing accommodating the | multiple use | mounting possible only on
transponder as well as a | of magnetic substrates
magnetic Substrate must be | transponders hiah risk of |
added Ign risK or 10Sss
removable without tools
Legend:

very suitable

suitable, but with limitations in particular in comparison with other

devices

not suitable

Table 10: Transponder mounting methods
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With respect to the durable lifelong usage of transponders on the product, a later
implementation guideline could request for permanent mounting options.

Scenarios of counterfeiting
Attacks on RFID transponders (cf. Figure 23) can occur due to the following reasons:!®

e Spying out: The attacker tries to get unauthorized access to information and
data of the active and passive file.

e Deception: The attacker tries to feed incorrect information into the RFID
system in order to deceive the active party, i.e. the RFID system operator, or
the passive party, i.e. the user of the RFID system.

e Denial of service: This kind of attack affects the availability of functions of the
RFID system.

e Protection of privacy: The attacker considers the RFID system to be a threat to
her privacy and tries to protect herself with attacks on the RFID system.

Reading from a long
distance DOS

| o) i
Manipulation Data /
{ RF interface Reader

| h /

. F T d
Destruction |, ransponder /

S

y | B Interfering Eavesdropping
N signal
Detachment S

Carrier object

Figure 23: Some attack options on RFID systems?2°

19 Finkenzeller, K. (2010): RFID Handbook - Fundamentals and Applications in Contactless Smart Cards, Radio Frequency
Identification and Near-Field Communication. Third Edition, Giesecke & Devrient GmbH, Munich, Germany, p. 215.

20 Rikcha (2004): Risiken und Chancen des Einsatzes von RFID-Systemen, Studie des Bundesamtes fiir Sicherheit in der
Informationstechnik in Zusammenarbeit mit dem Institut fir Zukunftsstudien und Technologiebewertung (I1ZT) und der
Eidgendssischen Materialprifungs- und Forschungsanstalt (EMPA),November
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Often transponders are physically accessible to attackers and can be attacked by
varying methods or with varying objectives. Potential attacks and countermeasures
are listed in Table 11:

Type of attack

Description

Countermeasures

mechanical or
chemical
destruction

The antenna can be easily
severed or cut off, for instance.
The chip can be easily snapped or
smashed.

protected or resistant carrier
and mounting

skimming Removal of a transponder in non-removable mounting of
order to clone and/or modify transponders
data.
cloning The attacker can replace the Protection by Cryptographic
of read-only PROM containing a read-only Measures:
transponders transponder’s serial number with M I's ical
a multi-programmable memory « Mutual Symmetrica
) 4 Authentication between
(EPROM) and program this serial .
g reader and transponder via
number into the transponder h |
clone. The transponder clone can t ree-pass .mUtl."a .
, - authentication, in which both
send the serial number previously . .
. participants in the
read out from the genuine oo
communication check the
transponder and thus pretend the ,
. . other party’s knowledge of a
presence of this genuine secret crvptologic ke
transponder to the reader. The yprolog y:
reader is not able to determine ¢ Authentication using Derived
whether the currently received Keys: Each transponder is
serial number was sent by a secured with a different
genuine transponder or a cryptologic key. A key is
transponder clone. The attacker calculated using a cryptologic
does not have to have physical algorithm based on the serial
access to the transponder, but number of the transponder
only needs to use a suitable and a master key, and the
reader in order to enter the read transponder is thus initialised.
range of the transponder to be Each transponder thus
cloned, without being detected. receives a key linked to its
. . own ID number and the
cloning If the memory sections of a
: master key.
re-writable transponder can be read or
transponders written without any restrictions, Encrypted Data Transfer:

i.e. without requiring a password
or key, an attacker can
manipulate stored data for his
personal advantage or produce
copies of the attacked
transponder by reading data and
copying them to other
transponders. Cloning of
transponders can be efficiently
prevented by using
authentication and encrypted
data transmission.

During the writing or re-writing
process, the transmission data
(plain text) is transformed into
cipher data (cipher text) using a
secret key and a cryptographic
algorithm. Without knowing the
encryption algorithm and the
secret key K a potential
attacker is unable to interpret
the recorded data. It is not
possible to recreate the
transmission data from the
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Type of attack

Description

Countermeasures

eavesdropping

As RFID systems communicate
with electromagnetic waves,
systems can be generally
intercepted with very basic
means and the data replayed in
order to imitate a genuine data
carrier (‘replay and fraud’).

cipher data.

Table 11: Potential attacks on RFID transponders and countermeasures
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13.2.1.4.2 Data Matrix

As already mentioned, two-dimensional (2D) barcodes use geometric patterns in two
dimensions, like e.g. rectangles, dots, or hexagons, to code information, so it can
represent more data per unit area. The most relevant matrix barcodes are Aztec, Data
Matrix, QR-Code and PDF 417, ECC200 and GS1 Data Matrix. An overview of different
two-dimensional barcodes (or matrix barcodes) is given in Table 10:

2d Most
barcode | Example | relevant -
symbol standard( Description/comments
s)
Aztec - L ISO/IEC Potential to use less space than other matrix
IJE 24778:200 | barcodes as no surrounding blank "quiet zone"
r- L 8 required
Data ISO/IEC
Matrix 16022:200 | ability to encode fifty characters in a symbol
s 6—Data readable at 2 or 3 mm?2
E (I\:/Ioadtglx bar code can be read with only a 20% contrast ratio
symbol highly scalable (300 micro meters (laser etched)
specificatio | to 1 meter square)
n
QR-Code developed by Toyota subsidiary Denso Wave
gﬁ‘a@ ISO/IEC Can encode music, images, URLs, emails
EHIﬁE. 18004 most frequently used type to scan with
smartphones
PDF 417 qa .
ISO 15438 | stacked linear barcode

Table 12: Overview of different two-dimensional barcodes

Aztec Code is a type of 2D barcode that was published by AIM, Inc. in 1997 and is
public domain. Aztec code has the potential to save space, as it does not require a
surrounding blank "quiet zone". The symbol is built on a square grid with a bulls-eye
pattern at its centre for locating the code. Data is encoded in concentric square rings
around the bulls-eye pattern. The central bulls-eye is 9x9 or 13x13 pixels, and one
row of pixels around that encodes basic coding parameters, producing a "core" of
11x11 or 15x15 squares. Data is added in "layers", each one containing two rings of
pixels, giving total sizes of 15x15, 19x19, 23x23, etc.

The corners of the core include orientation marks, allowing the code to be read if
rotated or reflected. Decoding begins at the corner with three black pixels, and
proceeds clockwise to the corners with two, one, and zero black pixels. The variable
pixels in the central core encode the size, so it is not necessary to mark the boundary
of the code with a blank "quiet zone", although some bar code readers require one.
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Additional capabilities that differentiate ECC 200 symbols from the earlier standards
include inverse reading symbols (light images on a dark background), a specification
of the character set (via Extended Channel Interpretations), rectangular symbols and
structured append (linking of up to 16 symbols to encode larger amounts of data).

QR-Code (Quick Response Code) was developed by Denso Wave in 1994. QR-Code is
a quadratic matrix code including three corner marks, which can be read even if up to
30% of the mark has been destroyed. QR-Code’s (177x177 elements, with error
correction level ,L"”) allows to code up to 2953 Byte or 4296 ASCII signs (with 7 Bit
per sign).

PDF417 is a stacked linear barcode symbol format used in a variety of applications,
primarily transport, identification cards, and inventory management. PDF stands for
Portable Data File. The 417 signifies that each pattern in the code consists of 4 bars
and spaces, and that each pattern is 17 units long. A symbol consists of 3 to 90 rows,
each of which is like a small linear bar code. Each row includes a quiet zone (a
mandatory minimum amount of white space before the bar code begins), a start
pattern which identifies the format as PDF417 and a "row left" codeword containing
information about the row (such as the row number and error correction level). These
are followed by 1-30 data codewords: Codewords are a group of bars and spaces
representing one or more numbers, letters, or other symbols. The row ends with a
"row right" codeword with more information about the row, a stop pattern and another
quiet zone.

PDF417 uses a base 929 encoding. Each codeword represents a number between 0
and 928 inclusive. The code words are represented by patterns of dark (bar) and light
(space) regions. Each of these patterns contains four bars and four spaces (where the
4 in the name comes from). The total width is 17 times the width of the narrowest
allowed vertical bar (the X dimension); this is where the 17 in the name comes from.
Each pattern starts with a bar and ends with a space. All rows are of the same width;
each row has the same number of code words. Of the 929 available codewords, 900
are used for data, and 29 for special functions. Three different encoding schemes are
defined and can be mixed as necessary within a single symbol:

e Text: each codeword represents one or two characters.
e Byte: each group of 5 codewords represents 6 bytes.

e Numeric: groups of up to 15 codewords represent as many as 44 decimal
digits.

GS1 Data Matrix is a two-dimensional (2D) matrix barcode which may be printed as
a square or rectangular symbol made up of individual dots, cells or squares. This
representation is an ordered grid of dark and light dots bordered by a finder pattern.
The finder pattern is partly used to specify the orientation and structure of the symbol.
The data is encoded using a series of dark or light dots based upon a pre-determined
size. The size of these dots is known as the X-dimension.

ECC 200 is the newest version of Data Matrix and uses Reed-Solomon codes for error
and erasure recovery. ECC stands for Error Checking and Correcting. ECC 200 allows
the routine reconstruction of the entire encoded data string when the symbol has
sustained 30% damage, assuming the matrix can still be accurately located. Data
Matrix has an error rate of less than 1 in 10 million characters scanned.
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Symbols have an even number of rows and an even number of columns. Most of the
symbols are square with sizes from 10x10 to 144x144. Some symbols however are
rectangular with sizes from 8x18 to 16x48 (even values only). All symbols utilizing
the ECC 200 error correction can be recognized by the upper right corner module
being the same as the background colour (binary 0).

Standards

A comprehensive set of matrix barcode related standards has been issued by following
standardization bodies:

e American National Standards Institute (ANSI),

¢ International Organization Standards (ISO),

e International Electrotechnical Committee (IEC).

The most relevant standards for Data Matrix barcodes are listed in Table 13:

standard

Topic, description

ANSI MH10.8.6

Bar Codes and Two-Dimensional (2D) Symbols for Product
Packaging

ANSI X12.3 Data Element Dictionary
ISO/IEC Data Matrix bar code symbology specification
16022:2006

ISO/IEC 15415

Information Technology - Automatic Identification and Data
Capture Techniques — Bar Code Print Quality Test Specification -
Two-Dimensional Symbols (2-D Print Quality Standard)

ISO/IEC 15416

Information Technology - Automatic Identification and Data
Capture Techniques - Bar Code Print Quality Test Specification -
Linear Symbols

ISO/IEC Information Technology - Automatic Identification and Data

15418:2009 Capture Techniques - Symbol Data Format Semantics (GS1
Application Identifiers and ASC MH10 Data Identifiers and
maintenance)

ISO/IEC Information Technology - Automatic Identification and Data

15424:2008 Capture Techniques - Data Carrier Identifiers (including
Symbology Identifiers) [IDs for distinguishing different bar code
types]

ISO/IEC Information Technology - Automatic Identification and Data

15434:2006 Capture Techniques - Syntax for high-capacity ADC media (format

of data transferred from scanner to software, etc.)

ISO/IEC 15438

Information Technology - Automatic Identification and Data
Capture Techniques - Bar Code Symbology Specification - PDF417

ISO/IEC 15459

Information Technology - Automatic Identification and Data
Capture Techniques - Unique Identifiers

ISO/IEC
16022:2006

Information technology -- Automatic identification and data
capture techniques -- Data Matrix bar code symbology
specification
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standard Topic, description

ISO/IEC 16388 Information Technology - Automatic Identification and Data
Capture Techniques - Bar Code Symbology Specification - Code
39

MHIA MH10.8.1 Linear Bar Code and Two-Dimensional Symbols Used in Shipping,
Receiving, and Transport Applications

MHIA MH10.8.2 Data Application Identifier Standard

GS1 Data Matrix Overview and technical introduction to the use of GS1 Data
Guideline Matrix. Release 2.2.1, Ratified, July 2015

Table 13: relevant standards for Data Matrix barcode

Appropriate Carrier and placement of the mark

In the most general terms, it is required that a Data Matrix applied to an object fulfils
the following minimal conditions??:

e remains readable throughout the object’s normal life cycle.;

o withstands all environmental conditions to which the object will be exposed
under normal operating conditions; and

e does not damage or detriment the functional performance, reliability, or
durability of the object.

These minimal conditions should guide the selection of appropriate carriers for the
Data Matrix barcodes. In terms of the carrier of the mark, the most important
distinction is between non-intrusive marking and intrusive marking.

Non-intrusive marking methods add material to the surface of the item. These
material additions can be applied either directly, e.g. by stencilling, laser bonding, or
direct ink jet, or indirectly in form of a label or data plate. An intrusive marking
method either deforms or removes material from the surface of the item. Methods
include dot peening, stamping, abrading, scribing, or etching.

Generally, non-intrusive marking methods should be applied, unless intrusive marking
is specifically authorized by quality assurance, safety, and engineering competencies
of the relevant program. Often, labelling will be the easiest and cheapest method to
implement. However, to determine the best marking solution for a specific type of
equipment, many factors about the item to be marked should be considered. These
include the function the item has to fulfil and the environment in which the item is
stored or operated, the available marking area, material type, colour and mechanical
properties of the material (like hardness, surface roughness/finish or surface
thickness).

Placement of the Mark: Where the mark is placed on the item strongly influences the
mark’s durability and usefulness. Therefore, when determining where to place the

21 Compare for the analogous minimal requirements set up by: Department of the Navy: Item Unique Identification
(luid) Marking Guide: Applying Data Matrix Identification Symbols to Legacy Parts.
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mark, many aspects should be considered. Some useful general advice for placement
of marks may be given as follows?2:

e Apply marks in protected areas, when possible.

e Apply marks on flat areas when possible.

e The mark should be readable when the marked item is in-service.
e The mark should be readable when the marked item is stowed.

e Multiple identical marks can be applied to the same item.

Unless directed to the contrary by the technical authority, marks/labels should not be
placed on the following item parts or surfaces:

e On components or pieces authorized to be replaced during field maintenance.
e Over vents and/or air intakes.

e Over other information.

e Covering windows, view ports, access ports, or fastener holes.

e Over seams between separable pieces of the item.

e In direct air streams (for example, leading edge of wings, helicopter rotors,
exposed portions of turbine blades, and so forth).

e On sealing surfaces.

e On wearing surfaces.

e Near high heat sources.

e Over lenses, optics, or sensors.

e On surfaces with dimensional tolerance requirements.

e On precision cleaned parts in hermetically sealed packaging.
Other placement considerations become important in specialized circumstances, such
as when marking curved, rough, or shiny surfaces or marking items that are sensitive
to electrostatic discharge. Many placement considerations stem from a technical
understanding of how 2D barcode readers (scanners) decode symbols as well as
understanding efforts taken to maximize the reliability of decoding the Data Matrix.

For information about mark placement on curved, rough, or irregularly shaped items
see 22,

22 Compare for the analogous advice for placement of marks in: Department of the Navy: Item Unique Identification
(luid) Marking Guide: Applying Data Matrix Identification Symbols to Legacy Parts.
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Scenarios of counterfeiting

Barcodes (in particular two-dimensional barcodes), when applied as labels, can be
destroyed or detached from the object to be identified. When using labels, in contrast
to direct part marking, the obstacles for reproducing unauthorized pirated copies of
products are low, because counterfeiting of tags is simple. While protection against
removal of label marks, or replacement by unauthorized marks is very difficult, a
minimal level of protection may be achieved by following the advice given in the
sections on data carriers and placement of marks, or in the section on printing options
in chapter 13.2.2.

The reading process itself can be seen as relatively unattractive for attacks. However,
using backend IT systems for providing further information and making validation of
possible codes and their conformity to the predefined code scheme could be of
interest.
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13.2.1.5 Assessment of Compliance and Legal Aspects in the Maritime Domain

Legal aspects arise from different categories and lead to exemplary questions which
have to be analysed and answered in the following. An overview, including exemplary
legal questions that have been identified so far, is provided by the following Table 14:

Category Exemplary questions

certification of tags | According to the European databases??, RFID transponders do
not need to have a CE marking, so they are standardized against
the ISO norm for the tag and the particular air interface.
Standards apply in case transponders meet particular
requirements for explosive environments, heat, etc. For
instance, there are respective protection class that transponders
have to fulfil.

e What standards need to be applied for maritime
equipment? Need transponder be certified according to
MED? Do transponders for marking different types of
equipment must fulfil different standards or standards?

certification of | Although readers (essentially mobile readers) do not need to be
readers operated at sea (i.e. normally they will be operated just at
ports) it is important to make sure that typical CE marking of
devices is sufficient for operation according to MED.

Relevant standards for CE in Europe are for instance:
e ETSI EN 301 489-1V. 1.9.2:2011
e ETSIEN 301 489-3V.1.6.1:2013
e ETSI EN 301 489-17 V. 2.2.1:2012
e ETSI EN 302 208-2 V. 1.4.1:2011
e ETSI EN 300 328 V1.9.1:2015
e CEI EN 60950-1:2007 + VAR
e CEI EN 50364:2011
e CEI EN 55022:2014.

Relevant standards for FCC are also respected by the most
available readers on the market.

e Are applied standards sufficient for maritime equipment?
Need reader be recertified according to MED?

data privacy With respect to the implementation of a complete market
surveillance system based on electronic tags:

e Which data privacy standards have to be respected?

Table 14: General legal aspects

23 Cp. http://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX:31999L0005 or
http://www.newapproach.org/ProductFamilies/Keywords.asp
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13.2.1.6 Conclusion and Recommendation for Action

With respect to the investigation of the basic characteristics of different AutolID
technologies in conjunction with the consultation of stakeholders at the workshop held
17/12/2015 in Bremen and 31/05/2016 in Brussels, the findings can be concluded as
follows:

For the reliable automated reading of information on MED items by using electronic
devices, the technologies have to show

e Robustness against mechanical and environmental influences,
e Good reliable reading rates,

e Correction algorithms essentially in case of optical codes to overcome dirt or
small damages on the code,

e Reliable readings in an appropriate reading distance of 1 to 2 meters
essentially in the case of RFID.

Based on the consultation results two technologies can be prioritized. First the
implementation of reliable, passive and standardized UHF RFID tags that are
relatively cheap, interoperable with different tags and readers, available from a broad
selection of manufacturers. As a substitution or supplement, also 2D optical codes can
be recommended. To be more precise, Data Matrix is proposed due to higher
acceptance in the industry, license free usage possibilities and better correction
algorithms. These systems are different from the technical perspective and accordingly
at least one option fits to the requirements of the different MED items. Furthermore,
from the logical data perspective, both technologies are interoperable and both are
able to link and interface further databases using the same semantics of the code.

13.2.2 Tag Interrogators (readers), Interface Protocols & Registrations of
the Reading Events

Reading devices are relevant technical systems to decode information on data carrier.
They generally must fit to the selected technology in terms of supporting the interface
protocols. This is true for optical techniques as well as for electronical ones. The
following overview characterizes (per technology) the general reader properties and
common designs. Furthermore, technical limitations are discussed.

13.2.2.1 Barcode and Data Matrix Technology

Reading devices

Barcode and Data Matrix are established technologies. Thus, a broad selection of
reading devices is available for the most common code types. Regarding the handling
of devices one can distinguish between mobile and stationary readers, which can be
further divided into categories as depicted in the following Figure 24:
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Handling of
Devices

Mobile Reader Stationary
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Mobile Data
— Collection
Devices

Figure 24: Classification of optical reading devices based on their handling
options

Regarding the application in maritime environments, the following handling options
seem feasible:

e Cable-based mobile readers, e.g. as a supplement to notebooks (USB device or
similar).

e Wireless readers, e.g. as a supplement to notebooks via radio such as
WLAN/Bluetooth.

e Mobile Data Collections Devices with integrated computing power for running
applications (e.g. smartphone, industrial MDESs).

In addition, readers can be distinguished concerning the basic technologies which are
used to actually scan the black and white parts of the code. First, there are laser-
based scanners and sensor-based scanners. While laser scanners are line scanners
and as such used for 1D barcodes, sensor scanners can be further divided into line
scanners and matrix scanners (see Figure 25). Matrix scanners are required for 2D
codes such as Data Matrix.
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Reading
technology
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Figure 25: Classification of optical reading devices according to their basic
reading technology

In general, all technologies are applicable on the previous selected mobile devices of
interest. Image-based Matrix Scanners are more favourable in terms of costs and
robustness as well as applicability for 2D codes. The following three options promise to
be most suitable for the application domain considered here.

Professional mobile readers (laser based technology)

Mobile readers are available in several types and from several manufacturers. The
housings are robust and available in protection classes for harsh environments (e.g. IP
65), especially when they are integrated mobile data collection devices. Most
professional reader run Windows CE or Windows Embedded and provide a Software
development kit for the development of special application that run directly on the
device.

Cable-based or wireless systems that are linked with a PC provide a keyboard
interface or a Software Development Kit so that they can be easily integrated into new
or existing applications.

The laser-based technology uses a distracted laser to query the light and dark parts of
a 1D code. The resolution is generally very good so that also codes with much
information can be read with laser scanner. The technology comprises moving parts
for the laser sampling which are weak in comparison with sensor based technology.

Professional mobile reader (sensor based technology)

As for the laser based technology, professional mobile reader with imaging sensors are
available in different versions from different manufacturer. The handling is similar to
that of the above-mentioned systems. However, no moving parts weaken the
equipment. The line scanner based on sensor technology, also referred to as CCD
(charge-coupled device) scanner, lose market share as imaging sensors are a cost-
effective alternative which also allow the scanning of 2D codes such as Data Matrix
and QR. In most cases, systems are cheaper compared to laser technology. Regarding
the possible scanning resolution, long 1D code, such as Code 128, could pose
difficulties for fast and reliable scanning.
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State-of-the-art smartphones

The camera systems of modern smartphones independent from the operating system
(i.e. i0S, Android and Windows Phone) enable the scanning and decoding of 1D and
2D barcodes with general barcode apps or with embedded functions in specialized
domain-specific apps. As decoding is a software-based function there are no limits
regarding the encoding standards, anyway most common are EAN, Code 128,
Interleaved, QR-Code and Data Matrix.

The reading capabilities with respect to reading rates are acceptable which means that
today’s smart phone devices can handle decoding of codes even under difficult
circumstances like low light or missing contrast. However, determined by the
underlying imaging technology there is a much better performance on 2D barcodes
like QR and Data Matrix.

While smartphones mainly focused on using Auto-ID for marketing activities, in
industrial environments it is already used for a backup solution in contrast to industrial
readers and for users that are not regularly considered with scanning activities such as
shop floor managers or quality managers. Applied to the application scenario
considered in this report, smartphones promise to be adequate devices for market
surveillance or sporadic inspections.

Reading performance of different standard coding schemes

The following Table 15 gives an overview about most common code schemes their
relation to the expected reading performance of different scanner technologies:
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Code Laser-based Sensor-based Smart Phone
Line Scanner Line Scanner Matrix Scanner
Code 39
ABC-.5/%

Code 2/5 Interleaved

I‘ l IM (] (] (/) (/]
Code 128

(3)456 abc de
EAN-13
H‘ o o o o

11234678"901232

Aztec

Data Matrix

s

QR-Code

g

0

PDF 417

el |

Legend:

0 very suitable

° not suitable

Q suitable, but with limitations in particular in comparison with other devices

Table 15: Reading performance of different standard coding schemes
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Printing options and durability of tags in relation to reading rates

With respect to the application domain considered in this document, an assumption
contains individual labels. This means that printing of codes should be done online in-
process, so that individual tags with unique numbering are created. The general
printing options are presented in the following Table 16:

Printing method Applicability | Comments
Direct thermal printing Most labels are paper-based and
° accordingly not applicable for harsh
environments. Moreover, papers are

heat-sensitive.
Thermal transfer printing Most labels are paper-based and
accordingly not applicable for harsh

o

environments. There are some special
providers for very durable tags on the
market.

Table 16: Printing options and applicability for maritime environments

Direct Part Marking (DPM) describes the permanent identification of components. This
includes the direct linkage between material and information for different purposes:

e production planning and control,
e quality management,

e after sales service,

e traceability,

e protection against plagiarism.

The methods used for Direct Part Marking are listed in Table 17:

DPM method Example

Costs/Comments

Inkjet printing

Moderate costs, but comparably
less durable

Dot peen marking

Higher costs, expensive
equipment, applicable for metals
only

Laser marking

Higher costs, but equipment
costs fall, applicable for metals
and plastics

Table 17: Direct Part Marking methods
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13.2.2.2 LF RFID Technology

The most common application domains for LF RFID systems are animal identification,
electronic immobilizer in cars and some industrial applications mainly with fixed
readers. With respect to these examples, mobile reading devices applicable for the
maritime domain can be rarely found. The market is declining.

Readers/client interface requirements

The LF technology uses frequencies from 30-500 kHz. Reading distances have a
maximum of 1 meter while most of the application just show distances of a few
centimetres. There are different communication standards and proprietary protocols
common. LF systems are relatively insensitive with respect to metal and water.

Reading devices

Professional mobile LF readers are available, but there are relatively few suppliers and
products on the market.

13.2.2.3 HF RFID Technology

RFID in the HF band at 13.56 MHz is a worldwide standard (according to ISO/IEC
14443). Due to that a huge amount of different transponder types, smart labels and
reading devices is available and interchangeable.

Readers/client interface requirements

The most common and standardized readers operate according to ISO/IEC 14443 at
13.56 MHz and show reading ranges up to 2 meters (depending on the hardware).
Compared to UHF systems, reading ranges are less. Moreover, bulk reading is possible
and data transfer rate are acceptable for most standard applications. The reader air
interface is weak with respect to metal environments.

Reading devices

With respect to the handling of reading devices, mobile solutions are in focus.
Professional mobile HF readers are available, either wired or wireless systems as a
complement to notebooks or as integrated MDE. The reader modules are normally
operated by the end-user application interfacing a software development kit.

Tiny professional mobile HF reader are also available which operate e.g. via Bluetooth
with smartphone devices. The end-user application on an Android or iOS phone
interfaces the Bluetooth device via a software development kit.

Smartphones with a NFC interface are furthermore in general able to read HF
transponder according to ISO 14443 as they operate at the same frequency. The
practical limitations consist of a small reading range. Anyway, smartphone with NFC
are cost-effective essentially in case of rare usage (e.g. for quality assurance or
market surveillance).
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13.2.2.4 UHF RFID Technology

Passive UHF RFID as known from the most applications in production and logistics
operate at 850-950 MHz depending on the country. Transponders are standardized
according to ISO/IEC 18000-6C.

Readers/client interface requirements

For the given transponder according to ISO/IEC 18000-6C a worldwide usage is
possible although operating frequencies slightly differ from 850-950 MHz. The air
interface is also standardized in this document. This air interface provides good
reading ranges up to 6 meters in practical scenarios and the ability to read in bulks
(e.g. 200+ transponders on one pallet). High throughput rates furthermore allow
applications with very fast movements, i.e. short timeframes of a transponder in the
reading field (toll collection of cars at speeds of 250 km/h). Although the technology is
normally influenced by water or metal, a broad selection of special transponders is
available that make the use of UHF RFID possible even in technically difficult
environments (on-metal-transponder, high temperature transponder, flexible
transponder, encapsulated transponder, etc.). The market of reader of any type is
huge and broad selection of different devices is available. Tags and devices according
to the standards are interoperable without known significant obstacles.

Reading devices

Again mobile solutions are relevant for matching the most requirements of the
application domain. Professional mobile UHF readers are available, either wired or
wireless systems as a complement to notebooks or as integrated MDE. The reader
modules are normally operated by the end-user application interfacing a software
development kit. Compared to HF, we see a bigger market of UHF devices.

As for HF, tiny professional mobile UHF readers are also available that can be
connected via Bluetooth to smartphones. The end-user application on an Android or
iOS phone interfaces the Bluetooth device via a software development kit.

While for the MED policy objectives (market surveillance, port authority control, etc.)
mobile systems are relevant, manufacturer and logistics provider (e.g. for spare parts)
can profit from already tagged equipment. They can be used to plan, monitor and
control the internal processes and backend IT systems, so that stationary readers (so
called RFID gates) are also relevant. Here again we see a huge and growing market of
different devices and manufacturers all over the world.

13.2.2.5 NFC Technology

Near field communication (NFC) is a technology internally standardized for the
wireless exchange of data. Compared to electronic tagging, NFC offers more
applications like micropayment, emulating transponder via smartphone, data
exchange between active devices, etc. As such it is standardized in several standards,
e.g. ISO/IEC 13157, 16353, 22536, 28361.

Readers/client interface requirements
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Relevant for the present analysis of applicability is the use of NFC with respect to an
active device as reader and a transponder or smart label as passive “device”. The NFC
transponder and simple air interfaces are standardized within the norm ISO/IEC 14443
according to the HF standards at 13.56 MHz. In general, the NFC Data Exchange
Format (NDEF) is used.

Reading devices

A growing number of smart phones from all relevant manufacturers and operation
systems (Android, i0OS, Windows Phone) are supporting NFC at least in the version for
identification of NFC transponder.

13.2.2.6 Assessment of Applicability
A set of different criteria describe the requirements of the relevant work processes of

the considered application domain. Table 18 gives indications to what extent the
selected technologies meet these criteria:

Criteria Barcode, LF RFID HF RFID UHF RFID | NFC
Data Matrix,
etc.
Suitable in harsh e(depending - o o o
environments on the
carrier)

Data Capacity

Spread

Technical
reliability

Clear regulations

Suitable devices

Suitable
transponder/data
carrier

Bulk reading

00 006¢ ©¢¢
00 006 00¢
e 0060 00e
Qe Q00 0¢¢

No-line-of-sight
required

O 00 000 00 ¢

Manually (V]
readable

Table 18: Assessment of applicability in the application domain
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13.2.2.7 Conclusion and Recommendation for Action

The assessment of different technologies shows a general suitability of RFID and 2D-
Barcodes for the observed application domain. According to the above illustrated
Table 18 and the detailed explanations, a special suitability is ensured by the
application of Data Matrix and passive UHF RFID.

Both data carriers are available in different forms, i.e. printed, laser-marked or peel
marked in the case of Data Matrix and in the label, hard case, or flexible form for
RFID. Respective mobile or stationary reading devices can read the data carrier and
return the information.

For the uptake of Automatic Identification and Data Capturing - AIDC technologies for
equipment under the Marine Equipment Directive, we recommend:

Usage of either Data Matrix or UHF RFID according to ISO 18006-C or Data
Matrix and UHF RFID in parallel.

Specification of minimum sizes and quality criteria for Data Matrix codes.
Recommendations for transponder types in the case of RFID with respect to
different product categories.

Advice to lock write access to product tags after delivery (RFID) as a minimum-
security feature.

Specification of general criteria for the durability of data carriers and tags: Data
Carriers (RFID and Data Matrix) must be read along the complete lifecycle so
carriers need to last longer than the expected lifetime of products (up to 30
years).

In addition to this proposed actions we provide the following preliminary selection
guide for products under the MED according to ANNEX I of this report:

1. Transponders for products under MED have to fulfil different criteria to meet

the required general durability along the lifecycle depending on the product
category, which are

e Robust against environmental impact
e Appropriate size
e Mounting possibility

¢ Coding and numbering system

2. Following this argumentation, the following selection of transponder types is

appropriate to fulfil requirements of the different product categories, which are
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Transponder type Exemplary picture

Type plate with RFID

Type plate with Data Matrix

BiBa .
Bremer Institye fir p,

‘ Lifeboat type:
Serial - No..

Todukt]

Max. number of pe

Manufacturer - D.

- Type-Approval-No.:
Inspected by:

e e " e type plete

0736

Encapsulated transponder for
rough environments (e.g. with
additional wheel mark)
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Smart label

Label with Data Matrix

Identification for flexible
materials

Identification as additional part
of the product marking
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3. Matching these transponder types with the MED item list according to the
ANNEX I (of this report) provides a selection guide for manufactures of
products under MED. For each product category, the respective transponder
types according to the list above are investigated and assessed with

Most likely appropriate, with almost no additional o
effort
Likely appropriate, with acceptable effort c

Most likely not appropriate or with very high effort

4. Furthermore, the special characteristics of the operating environments in which
the particular equipment under MED is used are assessed against the following
aspects

Environmental influences possible (items that are operated under rough
environments);

Small area for application of identification means possible (small
products or products with complex shapes that make applications of
identifiers relatively difficult);

Not identifiable due to changes in the product characteristics (products
that lose their shapes such as coatings or products that will be
assembled as part of more complex systems directly in the ship);

Metal environments possible (Products that are integrated in metal
environments or have metal surfaces, as this influences the reliability of
RFID).

The assessment per item in each of the above-mentioned categories is simply
done by either

Present v or Not present x

Limitation: There are a few items under MED that lose their (former packaging)
shapes when they are used on ships, e.g. coatings. For these products, the eTags can
be placed close to their application area on a wall or on the floor corner to ensure the
identification along the product lifecycle.
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13.2.3 Data Exchange Methodologies

13.2.3.1 General Data Exchange Scenarios

The underlying principle of AIDC technology is to attach the information related to the
product directly to the physical product itself by the proposed data carriers. A set of
information will be encoded into a machine-readable code and stored on the data
carrier. The data carrier will be attached to the product. The information can be
decoded again by reading devices (e.g. Data Matrix readers) at any time and any
place according to the following figure.

encode decode

Information Code Information

Figure 26: Basic principle of coding on data carriers

Possible information that could be considered for attaching them to equipment are
manifold which could be certificates, Notified Bodies, manufacturer, operator, last
check dates, etc. The presented AutoID technologies though are limited regarding
their data capacity. Besides the extreme case of storing all information on the carrier,
a common practice is to introduce unique identifiers which are stored on the data
carrier and link information stored in one or more backend systems. As the data
capacity is not limited at this point and the data can be distributed on server systems
worldwide which provide a particular querying interface, the idea of the so-called
Internet of Things was born. The principle of coding on data carriers changes
according to the following Figure 27:

encode decode

Identifier

Identifier

links

Unlimited

Information

Figure 27: Basic principle of coding on data carriers including link to further
information

Centralized data management

The centralized data management is one extreme case for AutolD-based data
exchange. Data will be collected in a central database operated by a central
organization, e.g. Notified Bodies or administration. Data will be delivered by industry,
Notified Bodies, and administrations without losing their access rights. The data carrier
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will have a unique identifier which is also handled by the database operator. The
operation principle mainly applies for closed-loop purposes such as internal material
flow handling systems, etc. The main disadvantage is that integrated solutions and
usage of the data carrier for further purposes, e.g. across company borders, can be
just realized quite difficult. This is due to interfacing problems regarding the unique
identifier in context of the backend systems.

De-centralized data management

De-centralized data management describes, that all relevant data will be collected on
the transponders itself or in decentralized databases operated by the individual
partners of the value chain. The accessibility based on a particular rule and access
framework is not guaranteed but technically possible. However, agreed interface
protocols support flexibility and compatibility but need to be defined.

Combined approaches for centralized and de-centralized data management

Combinations of the general approaches centralized vs. de-centralized data
management specify that certain data is stored on tags. The semantics of this data
(i.e. the meaning behind a number) need to be defined along the complete application
domain. Additional data can be stored in local databases or in central databases.
Today’s Internet of Things platforms operate huge databases in the cloud as
centralized databases. Electronic Product Code Information Services (EPCIS) however
proposes a d-centralized database structure with centralized components such as
repositories and name services, so that also all local databases can be queried based
on the product code which serves as the key for all further data.

13.2.3.2 Data on Tag

In all variants of data storage, certain data has to be stored on the tag. As this data is
the actual key link to further information, it should uniquely define the product on
which it is attached.

General requirements

For traceability of products different options are available. A unique identification is
possible on the following levels:

e Product class (e.g. all lifejackets ABC1234 of a manufacturer XYZ have the
same code).

e Lot/batch number (e.g. all lifejackets ABC1234 of a manufacturer XYZ that
were produced in lot 1 of 2015 have the same code).

e Item number (e.g. all lifejackets ABC1234 of a manufacturer XYZ have a
unique serial number).

According to the further requirements of the marine equipment directive it could also
be useful to mark product groups based on a certification number.

e Certification number (e.g. some lifejackets ABC1234 of manufacturer XYZ have
a common certification number).
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Anyhow, this makes sense if there are also other lifejackets ABC1234 of manufacturer
XYZ that have another certification number, i.e. that the certification number is the
only diversification criterion. Further, the certification number can be linked 1-to-1 to
product class, lot/batch number or item number (depending on the approval type) so
that it could be accessible via backend databases. The other way around, storing just
the certification number cannot guarantee that one can find the according linked
product as it is not clear if the number describes product class, lot/batch number or
item number.

With respect to the later options for traceability (see chapter 13.2.4 and chapter
13.2.5) the preliminary considerations concerning mandatory numbers which are
required to identify products are listed below in Table 19:

e Country and production site
(unique)

e Approval number on item level

e Identification number of the
product (given by the producer)

o > both together give a unique
identifier for a product

[2]
e Lot number (given by the §
producer) S e Approval humber on lot level
o = all three together give a unique
identifier for a lot
e Serial number (given by the
producer) e Approval humber on item level

o = all four together give a unique
identifier for an item

Table 19: Mandatory numbers to identify products (preliminary)

Both mentioned options will be further investigated and discussed in the next
chapters.

13.2.3.3 Overall Chain of Custody Capabilities

The proposed chain of data access and exchange along different stakeholders requires
the specification of following custody aspects, which must be considered in the
evaluation of the technological options as follows:

Data security and safety aspects

Data security and safety aspects mainly affect the central storage of enhanced
information in databases, i.e. access and transfer of data between databases, clients
and user interfaces must be secured according to the state- of the art. However, this
is an independent requirement from the use of Data Matrix and RFID. According to the
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architecture proposals in the next chapters, the data carrier will only have identifier
information which will link to further information in databases but just in the case the
user of the code is authorized to do so. The simple reading of the number information
on the code will not be restricted on the on hand but alone without access to
databases there is no risk for misuse.

Reliability aspect regarding distributed data

Data which is stored on data carrier on individual products can theoretically be lost,
for instance by removing or destroying the data carrier. Essentially in the case of
optical codes (such as Data Matrix) there is the risk of destroying the data carrier just
by means of normal usage or ageing of the labels. There is no effective measure
against this problem so that reliability of distributed data is an issue. Anyway, same is
true for human-readable information on labels for instance which can be removed,
too. As data on data carrier encompasses a link to further information in databases,
data access in the central storage is reliable but the direct link to this data directly on
the object might be lost.

Revision safety of data

Revision safety of data affects mainly the central storage of enhanced information in
databases. Changes and removals in database entries should be tracked and can be
retraced accordingly. On data carriers attached to objects, the storage limitations
restrain to set up a retraceable repository for data changes. Usually this is not
necessary, because data on the carriers will be written one and in case of RFID in
most cases protected against changes using a special password.

Archiving process

As for revision safety of data, archiving processes affects mainly the central storage of
enhanced information in databases. Archiving mechanisms must be defined on the
individual database levels that will be linked to the identifiers of the object.

Access, role and security system

On the one hand, access, role and security systems affect the central storage of
enhanced information in databases. Today’s public databases have already limited
access to registered users. Access and security mechanisms should therefore in
principle be build according to the state of the art. For an extensive use of Data Matrix
or RFID to link to databases, so-called application programming interfaces (API) have
to be introduced. Broadly spoken, these interfaces have to fulfil same state-of the-art
access, role and security requirements like the human interfaces of the databases
todays.

On the other hand, with respect to the individual data carriers, optical codes like Data
Matrix are not affected by access, role and security issues as the encoded information
can be read by any standard device. Almost same is valid for RFID, however,
programming the transponder with a new or changed code should be limited to
authorized persons. At this, RFID standards provide the possibility to secure the data
with a (very simple) password.

04/2017 92



Electronic tag as a supplement of the wheel mark in marine equipment

13.2.3.4 Experimental Demonstrator

In order to ensure the applicability of the selected technological options, two
experimental demonstrators have shown integrated data access from the tag to the
already available databases. For MarED, BALance and BIBA have realised these
demonstrations. For other public databases, the accessibility depends on the
availability of state-of-the-art APIs. Same is valid for manufacturer databases or
management systems of ships.

13.2.3.5 Conclusion and Recommendation for Action

The mandatory data which is needed on the transponder has been clarified. The
challenge is to use the limited storage capacity of the data carriers in a way that
reliable links to the available databases can be provided. The different tasks related to
MED requires information stored in different databases. By reading the data carrier on
a product (and the necessary access database rights provided) connections to the
relevant databases can be established and the necessary information can be collected
immediately.

Central databases will be operated in future but there are no unique identifiers
available to link the objects to the databases. Standards provide solutions for that,
using a composed identifier with a unique production site (e.g. delivered via the D-U-
N-S number?*), an identification number of the product class and an optional lot
number or serial number. The D-U-N-S number (Data Universal Numbering System) is
a non-classifying 9-digit key that uniquely identifies companies by means of business
units worldwide. Nowadays it includes more than 12